
https://www.macawpublications.com/Journals/index.php/SMRJ           54 

 
  

Research Paper 

Secure Blockchain-Based Consumer Electronics 

Platform for Smart Homes with Efficient Access 

Control and Performance Evaluation 
1*Srinivasarao Goda, 2Pratap Pachipulusu, 3Sakhamuru Amulya,Pathan Hussian Basha 

 
*1Associate Professor, Department of CSE, RVR&JC College of engineering  

Guntur, Andhra Pradesh, India. Email ID: gsraob4u@gmail.com   
2Data engineering and AI ,Walmart Inc, Bentonville, AR, USA,  

e-mail: pratap.pachipulusu3@gmail.com.  
3Engineer IV, Collegeboard, 11955 Democracy Dr, Reston, VA 20190, USA 

Email ID: asakhamuru@collegeboard.org  
4Department of Computer Science and Engineering, PACE Institute of Technology and Science, 

Valluru, Ongole, Andhra Pradesh, India. Email ID: phussain786@gmail.com  

  

*Corresponding Author(s): gsraob4u@gmail.com   
 
 

Article Info Abstract 

Received: 19/09/2025  

Revised: 26/11/2025 

Accepted:15/12/2025    

Published:31/12/2025 

Blockchain technology has emerged as a pivotal solution in contemporary digital ecosystems, 

addressing challenges ranging from supply chain management to the preservation of data 

integrity. One prominent application domain is consumer electronics, where smart homeowners 

increasingly rely on interconnected devices to access services in a seamless and efficient 

manner. While these technologies significantly enhance convenience and quality of life, they 

also introduce critical security and privacy concerns due to data sharing, unauthorized access, 

and potential cyberattacks. Addressing these challenges requires robust and reliable security 

mechanisms that ensure trust and transparency. This study proposes a smart and secure 

blockchain-based framework tailored for consumer electronics platforms, with a primary focus 

on identifying potential security threats and mitigating them through appropriate blockchain 

solutions. A set of practical case studies is presented to demonstrate how blockchain can enhance 

secure service access while maintaining data authenticity and resistance to tampering. The 

proposed framework is implemented and evaluated using a private Geth network, enabling 

controlled experimentation and performance analysis. Performance evaluation primarily focuses 

on the time required for data loading, retrieval, and block access operations. Experimental 

results indicate that the proposed Blockchain-Based Consumer Electronics Store (B2CES) 

exhibits a steady and linear increase in processing time as the number of items scales from 1 to 

500, ranging from 0.10 seconds to 8.60 seconds. This performance demonstrates improved 

efficiency when compared to existing approaches, which exhibit a sharper increase from 0.38 

seconds to 9.29 seconds for similar operations. Furthermore, block access time for a set of 500 

items is reduced to 7.12 seconds in the proposed framework, compared to 9.29 seconds in 

conventional implementations. These results confirm the effectiveness of the proposed 

blockchain solution in achieving enhanced security with reduced computational overhead. 
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1. Introduction 

Blockchain technology often comprises of inbuilt 

security such as hashing the original data and recording 

inside the blocks to deal with voluminous data sizes. 

However, the criticality of the data defines the strength of 

security to be incorporated inside the contracts to eliminate 

unauthorized access. This also depends on the nature of the 

blockchain platform under consideration as per the use-case 

implementation [1]. For example, if a blockchain is to be set 

up for social networking platforms, then the security aspects 

need not necessarily be as stringent as needed for the credit 

transactions made by an individual. 

The higher the security, more will be the cost incurred 

towards maintenance of the environment where the work is 

being carried out. Hence, it is essential to identify the nature 

of the data to be analyzed and the relevant attributed to be 

encryption via the adoption of a suitable security algorithm, 

before proceeding with the process execution phase. This 

also involves elimination of the isolated nodes and 

untrustworthy nodes from the network which are found to 

malfunction and distract all other participating entities [2]. 

However, the layer at which security must be imposed is a 

crucial decision to work on to develop smart contracts 

accordingly. The inculcation of distributed technologies in 

providing various services ranging from drug discovery to 

electricity consumption in a fare-based environment is at a 

rise. This usage stands better when deployed via blockchain 

technology to keep away miscalculations and mutable data 

strategy. Contracts or chain codes are written in a way where 

timely assessment is made on the data access and retrieval 

policy by the authorized users connected across the 

network. This aspect adds great weight to the households to 

overcome additional cost and unnecessary penalties in terms 

of service consumption irrespective of the application [3]. 

However, while the emphasis is on the elimination of 

mutable aspects, the nature of consensus algorithms to be 

developed in compatibility with the system is an essential 

but challenging task. 

The existence of a wide number of consensus 

algorithms to achieve a common agreement across a set of 

nodes in the block-based network assists individuals to 

implement secure and flexible user requirements adhering 

to the applications. However, the identification of a suitable 

one is a challenging aspect, that needs the internals of an 

algorithm to be traced out. Also, every consensus algorithm 

exhibits a unique aspect. Hence, it is difficult to identify one 

that addresses multiple issues such as scalability, failure-

handling capacity, voluminous job execution etc [4].  

Towards this end, in this work, the following 

contributions are made: 

1. An analysis is carried out on a series of smart and 

secure blockchain based case studies for consumer 

electronics platforms along with an implementation of 

blockchain in retail industry, Cloud Blockchain Service 

Access, Blockchain in Smart Home secure service 

access along with their impact. 

2. The significance of Blockchain to prevent online 

donation frauds, Online Proposal Submission System 

and Social Networking Blockchain Network is also 

emphasized on.  

3. An implementation of Blockchain Based Consumer 

Electronics Model is done via blockchain nodes created 

in Geth and results are obtained to showcase the 

significance of the proposed B2CES model over the 

existing non-blockchain based models.  

The implementation of the proposed Blockchain Based 

Consumer Electronics Model incorporates the addition of a 

set of nodes that accommodate the transactions inside the 

block. A transaction is triggered in terms of the attributes 

for consumer electronics. Among all the nodes, 1 is marked 

to be the admin node and 1 node acts as a malicious one. 

This strategy helped to achieve the results as demonstrated 

in the work and make an analysis about the time taken to 

perform various operations that are found to be improved 

one over the existing works. Finally, the work is concluded 

with future insights to address scalability aspects with 

increasing number of nodes and their capacities to 

accommodate voluminous transactions respectively. 

2. Related Work 

In this section, an analysis on a series of smart and 

secure blockchain based case studies for consumer 

electronics platforms are presented with prime emphasis on 

the security attacks that occur on various consumer 

electronics products respectively. In addition, an 

implementation of blockchain in retail industry, Cloud 

Blockchain Service Access, Blockchain in Smart Home 

secure service access is also presented to identify the 

significance of proposed B2CES model implementation.  

2.1 Secure Blockchain Implementation In Retail Industry 

In the retail industry, as the number of users increases, 

scalability assurance is at stake. The decisions, if dependent 

on customer feedback, lead to a deterioration of the industry 

in multiple directions. The decision yielding capacity gets 

complex if data is arriving across a network of connected 

devices. Security can be achieved in the retail industry by 

safeguarding consumer feedback from being manipulated, 

before being recorded publicly across the media either 

online or offline, to overcome fake feedback for huge 

number of products. To strengthen the feedback-based 

analysis on the past and current user experiences, machine 

learning integrated with the immutable block network is a 

suitable platform. The inbuilt consensus has parameters that 

should be modified to achieve the required performance 

analysis [5]. 

In a supply chain firm where the shipping of goods from 

one end to the other is significant to meet the required 

estimations, the involvement of fraudulent users at various 

intermediary phases is another crucial aspect to be focused 

on. To deal with such aspects, a secure and permitted fabric 

blockchain is preferable. This enables authorized users to 

gain access into the private network, with timeframe-based 

verifications carried out at regular intervals [6]. However, if 

the nature of data is significantly voluminous, then cloud 

store can be used to deal with issues emerging out of the 

defined system. 
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Fig. 1. BC-ecom Architecture 

 

To design a secure consumer access-based system 

using blockchain, a web or a mobile application with 

authorized credential-based access provision is a start point. 

A representation is showcased in Figure 1 which is 

Blockchain for Ecommerce applications, where, once the 

user gets through the sign-in procedure, they can add the 

products to the blocks assigned with the id’s, update the 

accessible quantity, and view a set of orders at their end, 

when acting as a supplier. At the other end, customers can 

place orders on the products they are willing to purchase, 

whose details are recorded inside the blocks. Once the order 

is confirmed, the transactions are recorded confined to the 

registered customers [7]. Here, IPFS is a preferable data 

storage and retrieval repository.  

2.2. Cloud Blockchain Service Access 

The integration of blockchain with cloud enables 

scalable service procurement in a cost-effective way. If the 

data is captured via IoT devices such as sensors across a 

heterogeneous network, then it is essential to ensure the 

origin of data from a valid source. Hence, blockchain acts 

as an efficient means to capture such data via identity 

verification and validation process. This data is then 

deployed across the cloud platform to enable multiple users 

to access within a stipulated time. Though the maintenance 

of environment can be deployed across the cloud, as the 

volume of data increases, cost factor is a critical aspect to 

deal with [8]. 

An amalgam of clouds with fabric can be carried out in 

a hierarchical manner where the users are into the front-end 

interactions at application layer. At the other end, in 

intermediate layer, a series of executable transactions in a 

secure way with computing layer-based agreement among 

the nodes can be established. As there is a limit on the data 

being accumulated across the nodes, cloud is a preferable 

environment to address voluminous transactions size, while 

blocks record only metadata. The data can emerge from 

across a wide set of heterogeneous sites, that is validated by 

the authorized entities before getting added to the blocks. If 

the data to be stored across the blockchain network is non-

confidential like the accessible entities of an organizational 

website, public clouds like amazon web services can be used 

to deploy the nodes. Else, if confidential data is to be stored, 

then a private network in azure can be created. However, the 

maintenance of a private cloud over the public one is a 

costlier strategy for an individual. 

2.3. Blockchain in Smart Home Secure Service Access 

When it comes to the smart home environment, security 

is a prominent aspect to focus on due to the interference of 

the intruders into the home while using a single key-based 

access. Immutable block storage of keys is a feasible 

solution that deals with the problem. This aspect gets more 

critical if the data to be secured is related to the medical 

health conditions of the patients residing in a smart home 

where the enemy tries to gain control over the deployed 

patient’s equipment and harm them. If the healthcare data is 

collected via sensors, then the adversary may creep into the 

system and change the data readings. This can be overcome 

by recording the readings inside the immutable blocks [9]. 

It is essential to integrate suitable security algorithms 

into the blockchain environment though it has inbuilt hash-

based security. This helps to prevent data from being 

tampered with. Though an encrypted format is used to store 

the user credentials, if the hackers who try to gain access 

into the system are technically sound, they crack the 

credentials thereby resulting in data stealing and misuse. To 

deal with such difficulties, if the user credentials are 

encrypted and recorded inside the blocks at respective hosts 

as shown in Figure 2, it makes it difficult for the intruders 

to gain access into the secure and immutable system [10]. 

However, if the security is incorporated via contracts across 

the chain network, every modification adds up to the cost 

factor. Also, the inclusion of IoT devices to collect the data 

and record it inside the blocks helps to add security as a 

multi-layer development using key based access. 

Algorithms such as AES, RSA etc. can be used to ensure 

confidential access. 
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Fig. 2. Blockchain in Smart Home Secure Service 

2.4. Blockchain to prevent online donation frauds 

Now a days, it is trendy to contribute donations online 

to help the needy either in the event of natural calamities or 

to perform rituals or any other necessary contributions. 

These donations are partially transferred to the authorized 

person, where the middlemen eat away a significant portion 

of them. Hence, to overcome the involvement of middlemen 

during online donations, blockchain technology serves to be 

a viable platform. Every donation made by an individual is 

assigned with a unique id as recorded inside the blockchain 

ledger to promote immutable transaction facility. 

Due to lack of knowledge in dealing with the 

cryptocurrency-based tokens like bitcoins etc., traders hire 

middlemen to carry out the transactions in a safe manner and 

at a reduced processing charge. The investors are not 

worried about losing their earned income towards the 

charges paid to the intermediaries who safeguard their 

tokens in the event of messy attacks. This aspect led to the 

increased demand for middlemen in helping investors. 

However, if they turn out to be malicious, then the entire 

hard-earned income is lost. A secure Blockchain platform 

serves to be crucial to deal with the challenges [11]. 

The design of a new consensus approach among the 

participating entities across the blockchain network can be 

done by writing the Smart Executable Chain Contracts 

(SECCs). This enables the participating entities to fairly 

take part in the transaction execution and procure rewards 

or pay penalties in the event of misfunctioning. This aspect 

makes it difficult for the intruders to identify the origin of 

the sender or donor and the receiver of the funds or 

donations within a stipulated time. This can be set via 

threshold-based access provision inside the network to 

identify faulty nodes and immediately block access to them 

[12]. The authors have created contracts based on the 

existing FCFS etc algorithms and based on the transaction 

fee consumed, an efficient one is chosen to make donations. 

While there may be a group of youth filled with ideas, 

either technical or non-technical, to raise profits, they may 

lag capital to proceed ahead with the implementation 

aspects. To serve such groups, various crowd funding 

platforms are moving forward, thereby drawing a 

considerable portion of the profit earned across the 

blockchain network connected to entities. Social 

networking sites are prominent to identify such contributors 

[13]. However, identification of fake out of genuine 

contributors is an initial task to be worked on before 

proceeding further with the contributions.  

2.4.1. Social Networking Blockchain Network 

There stands a category of users who make donations 

on a regular basis. The intruders track such people and try 

to gain unauthorized access to their personal wallets by 

sharing trojan or viral links. The users may unknowingly 

click on the link which diverts all their operations to the 

intruder’s accounts. This difficulty can be efficiently 

addressed using the secure blockchain environment, where 

every operation is recorded transparently and all log 

activities remain immutable, leaving no trace for the 

intruders to erase their virtual footprints. 

The relationship between the donators and the amount 

plays a prominent role in identifying the highly privileged 

users. This will help the social community to provide 

suitable offers to the contributors thereby attracting more 

users to pursue the donations [14]. However, it is essential 

to maintain an admin-based access provision to such access 

to keep away intruders.  

To overcome a wide set of difficulties related to online 

donations, many authors developed both web and mobile 

applications to make it convenient to the technical and non-

technical users. Also, a wide number of local languages are 

added to make it feasible for the users to understand and 

proceed with the donation process [15]. However, either of 
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these solutions requires the users to be registered into the 

system via their unique identification numbers such as 

Aadhar or pan numbers, to proceed with the donation 

process. The admin will verify the credentials and assign a 

unique block id to store the transactions committed by the 

users.  

The involvement of intermediaries is eliminated using 

blockchain platform that adds up to the productivity to the 

task initiating entities. It also inculcates the participating 

entities to keep away malicious behavior due to penalty 

based smart contracts coded for transaction scenarios across 

the network [15]. However, the nature of data under 

consideration is a challenging aspect to be dealt with to 

address blockchain scalability aspect. It is also essential to 

assess the backend environment based on the streaming or 

in-rest data store.  

At the other end, not only currency-based donations, 

but also food donations serve the needy against falling short 

for food. In the modern days, there are various food 

donation camps and containers affixed at various locations 

from where the needy can collect the food items and feed 

self and family. These camps rely on manual ways of filling 

in the essential details to proceed with donations, while the 

nature of donation varies from one event to the other. 

However, it is difficult to identify the exact locations for the 

illiterate users to procure the food via maps etc. Hence, to 

serve the purpose, a blockchain platform with IoT based 

alert sensors can be developed to send alerts or beeps to the 

nearby donors and collectors. This system may also prevent 

animals or other non-humans from destroying the food by 

recording their features via IoT based deep learning 

concepts inside the blocks in an unalterable way. There will 

be a group of people ranging from donors, suppliers to the 

needy who will all be connected across the blockchain 

platform for efficient and feasible communication thereby 

eliminating the paper-based donations [16]. 

The research in existing domain is widely carried out 

using the open-source databases to infer productive 

outcomes. This is associated with data pre-processing 

approaches to clean the acquired data across a mix of 

sources and perform analysis. However, to keep away 

fraudulent access, it is necessary to identify accurate data 

collection sources across the internet. Otherwise, the 

obtained analysis will be least significant if data collection 

sources are non-traceable or identifiable. The nature of 

donations is also impacted seasonally where in the high 

percentage of those are from business tycoons [17]. In this 

direction, the integration of seasonal data analytics on the 

block data storage yields noteworthy outcomes. Table 1 

shows a set of Blockchain based high performance and 

electronics works existent along with the methodology 

adopted and lights on the limitations that paved a path to 

progress with the proposed B2CES model. 

Table 1. Existing works on Blockchain based high 

performance and electronics 

Blockchain high 
performance and 

electronics based 

Existing works 

Methodology adopted Limitations 
identified 

An Integrated 

Blockchain and IoT 

based tracking 

Adopted a distributed 

file system to store all 

the e-waste contents 

Used an insecure 

Ethereum platform 

with an emphasis on 

system for smart 

cities [29] 

in an immutable and 

transparent manner 

gas consumption 

only 

Blockchain based 

enterprise level cost 

optimization [30] 

Uses a scalable BFT 

for validity 

verification in a 

multilevel inventory 
model 

Limited variables 

from a subset of 

samples are chosen 

for correlation 
analysis and 

performance 

estimations 

Social perception-

based modelling for 

smart cities growth 
[31] 

Provides an analysis 

of social intelligence 

and digital twin 
mechanism 

Theoretical ideas are 

discussed for 

intelligent and 
productive smart city 

growth, without any 

emphasis on 
practical orientation 

Ethereum based 

transaction analysis 

[32] 

Design of an eclipse 

attack and its 

probabilistic impact 
on the data delivery 

and transfer time 

The proposed design 

is susceptible only 

towards eclipse 
attack and does not 

assure resistance 

against other types of 

attacks 

A fine-grained 

blockchain based 
framework [33] 

Hierarchical layer 

based heterogeneous 
blockchain systems 

evaluation based on 

various performance 
metrics 

The evaluation 

aspects across cross 
chain platforms are 

not considered in the 

study, that does not 
ensure scalability 

aspect 

 

Authentication E-

com based 

blockchain platform 
[34] 

Adoption and 

implementation of 

authenticated 
blockchain platform 

for varying market 

requirements 

The presented 

authentication 

metrics does not 
span broadly across 

the supply chain firm 

and also does not 
reveal the model 

behaviour in the 

event of information 
asymmetry. 

 

2.4.2.  E-Commerce Blockchain  

With the selection of blockchain as a suitable 

environment to keep track of online donations, it is essential 

that the nodes are deployed against a secure testnet, rather 

than using a openly accessible platform. The authors in [18] 

developed a secure system using Ethereum remix testnet 

where the transaction cost is deducted based on the smart 

contract execution. However, these contracts are available 

to all the users without any access restrictions, which may 

result in insecure code modification and ether tokens theft. 

Hence, a fabric environment is preferable to develop the 

online donation system as compared to Ethereum network 

to ensure secure and authorized entry into the network to 

make donations or to retrieve the names and address details 

of the donors to offer privileges and recognitions to them. It 

is also necessary to identify a suitable data structure to be 

coded to accommodate all the participating entities and 

efficient data storage and retrieval aspects.  

As crowdfunding is a vast scale environment to gather 

and update the data across, it is necessary to identify suitable 

databases that handle such volumes. It is also essential to 

trace out the nature of donation, whether fixed or random to 

trace out the regular and irregular donors via machine 

learning based prediction algorithms [19]. 

Dependency on social networking sites such as 

Facebook and Twitter are risk-prone to identify the genuine 

donors. This system, if built using a secure fabric 

blockchain platform, enables the users to first verify their 
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identity and then get connected to the network, thereby 

building a trustworthy system. This helps eliminate 

malicious users by recording their identities and matching it 

with the admin database. If matched, then access is granted, 

else revoked. Also, the users are assigned with tokens to 

make donations with the count being incremented for every 

valid donation. Once the number of donations reaches a 

certain limit, a reward in the form of a bonus will be credited 

to the user’s account. This facility helps to increase the 

number of genuine users getting connected into the system 

[20].  

2.5. Blockchain for Online Proposal Submission System  

At the other end, in the research proposal submission 

and call for collaborator’s direction, it is a critical task to 

identify the genuine researchers willing to contribute and 

get added as a part of the proposal, across socially and 

publicly viewable platforms. This difficulty can be 

overcome by assigning a unique identity to every researcher 

who is going through the advertisement to identify the 

number of visits made by them to the page, once who read 

the complete document within a time frame etc. [21]. The 

data recorded across the blockchain platform will help to 

identify the malicious and fake users from the log records 

which are immutable, though the user deletes their entire 

history of events and pages accessed by them [22]. 

Based on the nature of data under analysis and 

criticality, decision about the selection of an accurate 

platform shall be taken. For example, if the data is gathered 

manually by conducting reviews, then its size may be small, 

so any data warehouse or relational database platform may 

be helpful. At the other end, if the data is gathered across 

the internet, then it is essential to prefer any of the available 

NoSQL datastores and stream/historical data processing 

engines. In addition, it is also necessary to choose either 

parallel processing engines such as Hadoop or sequential 

processing once based on the amount of data projected 

across the crowd sourcing platform [23]. However, it is 

essential to integrate the data processing aspect with secure 

blockchain platform to keep away the intruders by imposing 

penalties in the form of tokens towards every invalid 

attempt made to gain access. 

3. Blockchain Based Consumer Electronics 

Model 

 

Fig. 3. B2CES Methodology 

Blockchain Based Consumer Electronics (CE) 

Store(B2CES) model is proposed in this work as shown in 

fig.3 to provide secure access across various consumer 

electronics stores by using the familiar blockchain 

technology. In this model, every CE goes through a 

verification process by the CE-CA, who is the Certification 

Authority. Once they are marked as verified(V), they can 

take part in the procurement of various services such as 

placing orders, buying, selling activities etc. If the identity 

is verified to be a non-genuine one, then the access to that 

CE is blocked from gaining entry inside the network. Then, 

for all the verified CE’s, a pair of access keys are assigned 

by the CE-EP, who is the Endorsing Peer that endorses the 

transactions as recorded in the CE blocks. Embed these 

changes in a cryptographic manner inside the code based on 

key-based access provision facilitated to the authorized 

users [24]. 

The B2CES methodology is discussed as follows: If Ti 

is the transaction cost for a contract Ci under execution, then 

Ti (i=1to n)<Ci(i=1ton), then 

1. Set a counter such that for execution of the same contract 

(no change in code), the counter does not get incremented. 

Hence, no Ti. 

2. If the code changes, then the counter is incremented, 

thereby incurring Ti. 

3. If the code changes multiple times within a stipulated time 

frame, then raise an alert to the admin (Ai). 

4. If malicious access is found, block (Bi) it immediately. 

5. Else send an alert to the user to omit (Oi)multiple code 
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modifications. 

The above-mentioned steps are embedded within a 

crypto key. This facility makes it efficient to keep track of 

unwanted user access and reduce the transaction cost. The 

next algorithm BCE(i) is to carry out the verification and 

validation process before granting keys to the users to gain 

access into the system. 

Algorithm 1. (Blockchain BCE(i)) 

Start 

1. Verify V[CE(i=1 to n)]      

2.     If Valid(V)                           

3.  then grant(Ki) 

4. Verify V(Ti)  

5.     If Valid(V) 

6.  then grant(PkPr) 

7. CE(CA) allocate CE(EP) 

8. For all CE, CE(EP) repeat steps 1 & 2 

9. If Block(Bi) is full, then  Cloud (Ci) <-  Block(Bi) 

10. Only admin(A) can access Cloud (Ci) 

11. If !(A), then block access, add to BlockList(U) 

12. Repeat steps 3 to 7 for every CE 

End 

 

 Initially, verify the identity of every Consumer 

Electronics Store (CES) taking part in the blockchain 

network. If the identity is valid(V), then grant the 

corresponding keys (Ki) generated via their digital 

signatures and hashing as in step 1. Then verify the 

transactions emitted by the 𝐶𝐸 (𝑖 = 1 𝑡𝑜 𝑛). If found valid, 

grant Public and private key pairs (PkPr) to individual 

blocks. These steps are carried out by the Endorsing Peers 

(EP) as appointed by the Central CE Authority (CE(CA)) 

respectively. Once the Block (Bi) is found to exceed its 

maximum capacity, push data to Cloud (Ci), which is 

accessible only to the admin (here, CE(CA)). If other 

unregistered users are trying to gain access, then block the 

access, add them to the BlockList(U). Repeat these steps for 

every CE to prevent malicious users into the System. 

Algorithm 2.  Admin Grant Access Algo (Admin 

Grantaccess(Ga(i)) 

Start 

1. If Admin(Ai) for each CES(i) where i=1to n 

responds in time Ti 

2. then validate(Epi) 

3. Else Block access(Ai) 

4. Goto CE(CA) 

5. Repeat steps 1 to 4 

End 

The access to the users should be provided based on their 

response to the admin within a stipulated time. If the users 

are not responding within a timeframe fixed in the contracts, 

the access should be blocked (Ai). This procedure should be 

repeated for every inactive user or malicious user trying to 

gain access into the CE system. 

4. B2CES Based Results and Discussion 

As the nature of data gets complex to secure, it is 

necessary to identify a suitable platform to implement and 

deploy the contracts in a cost-effective way. To address this 

issue, an Ethereum platform is preferred for open data. As 

an initial phase of the work, implementation is carried out 

on Ethereum private network using Geth environment. As 

more than 600 GB space is needed to set up a fully active 

Geth environment, in this work only a partial one with 

minimal set of nodes and storage space <16GB was 

configured onto the local machine. The interaction was 

carried out via JSON API calls across the nodes. Here, each 

node is allocated a specific set of permissions and tasks as 

per which the respective transactions are executed for closed 

data access respectively. Finally, security issues should be 

addressed as per the service layer under consideration. 

Device level layers such as IoT that capture data across a 

heterogeneous set are at a greater risk of being susceptible 

to the attackers [25]. Hence, the security algorithms to be 

developed for this level need to be strengthened by inclusion 

and amalgamation of various security parameters. 

The utility of Ethereum blockchain proves to be 

efficient when dealing with non-critical data due to the 

public deployment capability across the internet of nodes. 

The wallet associated with the network adds the suitability 

to derive ethers which enable smooth transaction 

processing, execution, and deployment respectively. 

However, if the contract is to be modified many times, then 

it is not a cost-effective mechanism due to the culmination 

of cost deduction in terms of transaction and gas fee at every 

modification phase. It is also essential to identify the scope 

of acceptance for a wide number of user-defined functions 

[26]. This will also help to keep away intruders or malicious 

users from participating in network related activities [27]. 

TABLE 2 

BC BASED CONSUMER ELECTRONICS STORE 

TRANSACTION TIME AND ACCESS TIME ANALYSIS  

BC2ES 
Items 

Transaction Time to 
add items to blocks 

Access Key 
Time 

generation 

Key 
Verification 

Time 

1 0.23 0.50 0.70 

10 0.45 0.65 0.80 

50 0.70 0.90 0.90 

100 1.50 2.10 3.20 

200 2.28 3.50 5.40 

300 5.10 6.25 8.50 

500 7.12 10.45 12.30 

Note: all time units are recorded in seconds for tables 

It is identified from table 2 that the emphasis is on the 

number of items or products recorded onto the nodes rather 

than the scalable set of nodes. As the number of items 

increases, the transaction time also increases. There is also 

a significant increase in the key generation and verification 

time against the allocation of the number of items onto the 

nodes respectively. The time taken to perform verification 

across the nodes is considerably high as compared to the 

time taken to add the transactions to the blocks and generate 

the keys as recorded in figure 4 respectively. Each node on 

Geth is allocated a specific set of permissions and tasks as 

per which the respective transactions are executed; in the 
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next phase, the implementation would be developed onto the permissioned fabric. 

 

Fig. 4. BC based Consumer Electronics Store Transaction time and Access time Analysis 

Table 3. BC Based Consumer Electronics Store Load Time 

and Retrieval Time Analysis  
BC2ES 

Items 

Items load 

time 

Items retrieval 

time 

Block access 

time 

1 0.10 0.38 0.23 

10 0.20 0.67 0.45 

50 0.30 1.56 0.70 

100 0.50 2.89 1.50 

200 1.14 4.90 2.28 

300 2.27 6.12 5.10 

500 4.78 8.60 7.12 

 

 

 

As shown in table 3, the time taken to load the items 

onto the blockchain network increases with the number of 

items. While the time taken to retrieve the number of items 

is nearly double the load time, the block access time is an 

intermediate metric recorded between the load and retrieval 

times respectively as shown in Figure 5. 

 

Fig. 5. BC based Consumer Electronics Store Load time and Retrieval time Analysis 

At the other end, though there exists a wide set of works 

in the literature in the direction, a similar work as 

represented by the authors in [28] emphasized the 

significance of blockchain in terms of load, retrieval, and 

block access time respectively. Though there is an 

improvement in terms of time taken in the proposed BC2ES 

system as compared to the existing one, the metrics are 

recorded in seconds as shown in table 4 respectively. In 

addition, as compared to [32], where the block access time 

across the nodes in geth environment ranges between 12 sec 

to 14 sec approximately, the proposed model achieves better 

results in ranging from 0.23 to 7.12 seconds to access as 

many as 500 items respectively as shown in table 5. This 

shows a significant improvement using the proposed 

approach to deal items access via blockchain network. As a 

future extension, the ability to deal with scalability in terms 

of increasing number of stores and items per store as well as 

time taken to perform various operations across the 
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blockchain network can be further optimized to 

milliseconds thereby resulting in a considerable 

performance improvement. It is also identified from Table 

4 that the time taken to retrieve the items is same as the time 

taken to access any node inside a block respectively. This 

feature is changing and is recorded low in the proposed 

system against the number of items maintained onto the 

blockchain as many as 500. 

Table 4. Versus BC2ES Comparative Analysis [28] 

BC2E
S 

Items 

Existi
ng 

load 

time 
[28]  

Propos
ed 

Items 

load 
time 

Existin
g 

Items 

retriev
al 

time[2

8] 

Propos
ed 

Items 

retrieva
l time 

Existin
g 

Block 

access 
time[2

8] 

Propos
ed 

Block 

access 
time 

1 0.43 0.10 0.56 0.38 0.56 0.23 

10 0.45 0.20 0.68 0.67 0.68 0.45 

50 0.45 0.30 1.70 1.56 1.70 0.70 

100 0.46 0.50 2.95 2.89 2.95 1.50 

200 1.25 1.14 5.91 4.90 5.91 2.28 

300 3.56 2.27 6.35 6.12 6.35 5.10 

500 5.50 4.78 9.29 8.60 9.29 7.12 

 

Table 5. Block Access based comparative analysis 

BC2ES 

Items 

Existing Block 

access time[32] 

Proposed Block access 

time 

1 5.56 0.23 

10 7.68 0.45 

50 10.70 0.70 

100 12.00 1.50 

200 12.14 2.28 

300 13.05 5.10 

500 13.87 7.12 

 

The comparative analysis of block access times 

between the existing and proposed methods reveals from 

table 5 a significant improvement in performance across all 

tested scenarios. In the existing method, block access times 

range from 5.56 to 13.87 for varying block sizes, whereas in 

the proposed method, these times are notably reduced, 

ranging from 0.23 to 7.12. Particularly noteworthy is the 

drastic decrease in access time for larger block sizes, with 

the proposed method consistently outperforming the 

existing method. These results underscore the efficiency 

gains achieved by implementing the proposed approach, 

demonstrating its potential for enhancing overall system 

performance and responsiveness in block access operations. 

5. Limitations of the Study 

While the Blockchain-Based Consumer Electronics 

Store (B2CES) model demonstrates promising results, 

several limitations merit consideration. Firstly, the study 

primarily focuses on transaction times, access times, load 

times, and retrieval times, neglecting other potential 

performance metrics that could provide a more 

comprehensive understanding of the system's functionality. 

Moreover, the research is confined to a theoretical 

framework and does not include empirical validation 

through real-world implementation or user feedback.  

Another limitation pertains to the scalability of the proposed 

model. Although the B2CES model shows efficiency gains 

in block access operations, scalability challenges may arise 

as the number of stores and items per store increases. 

Additionally, the study does not address potential security 

vulnerabilities that could compromise the integrity and 

confidentiality of consumer data stored on the blockchain 

network. 

Furthermore, the research is conducted within the 

context of a controlled environment, utilizing a partial 

Ethereum network with limited storage space. This may not 

accurately reflect real-world conditions where larger 

datasets and diverse network configurations are prevalent. 

Additionally, the study does not explore the energy 

consumption implications of blockchain technology, an 

important consideration given the increasing global 

concerns regarding sustainability. Lastly, the findings of the 

study are based on a specific implementation of the B2CES 

model and may not be generalizable to other blockchain-

based consumer electronics systems or industries. Further 

research is needed to evaluate the applicability and 

effectiveness of the proposed model across different 

domains and organizational settings. 

Directions for Future Research: 

1. Explore advanced techniques for enhancing security 

and privacy of blockchain-based consumer electronics 

systems. 

2. Investigate methods to optimize energy efficiency of 

blockchain networks, particularly in resource-

constrained environments. 

3. Extend functionality of blockchain-based systems to 

support IoT integration, AI applications, and 

interoperability with other technologies. 

6. Conclusion 

Consumer Electronics, where one common use is smart 

homeowners using a variety of devices to efficiently access 

services. The amount of smart equipment being used in 

homes to simplify services is rapidly rising. Although 

having such electronics makes life easier, they also raise 

questions about security. Consequently, a blockchain 

platform serves as an appropriate solution to address the 

issues, ensuring secure access to the services recorded as 

blocks. Additionally, the availability of a large selection of 

consensus algorithms to reach a shared understanding 

among a group of nodes in the block-based network enables 

people to create secure and adaptable user requirements that 

adhere to the applications. Therefore, several intelligent and 

secure blockchain-based case studies for consumer 

electronics platforms are presented in this work, with a 

focus on the security attacks that target different consumer 

electronics products. Different blockchain solutions are also 

provided to get around these challenges. It is identified from 

the results that the time taken to load and retrieve the items 

ranging from 1 to 500 in the proposed Blockchain Based 

Consumer Electronics Store (B2CES) work is linearly 

increasing from 0.10 sec to 8.60 secs than a drastic increase 

ranging from 0.38sec to 9.29secs as identified in the existing 
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works. In addition, the time taken to access a set of items in 

a block is also recorded to be as low as 7.12 sec as compared 

to 9.29 secs invested in accessing a block with 500 items 

respectively.  However, the ability to deal with scalability in 

terms of increasing number of stores and items per store as 

well as time taken to perform various operations across the 

blockchain network can be further optimized to 

milliseconds thereby resulting in considerable performance 

improvement. 
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