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The exponential growth of Internet of Things (IoT) devices has significantly increased the
surface for cyberattacks, posing serious challenges to network security, data privacy, and real-
time threat detection. Conventional intrusion detection systems (IDS) often rely on centralized
data aggregation, which introduces risks related to data exposure, latency, and scalability in
resource-constrained 10T environments. This research proposes a privacy-preserving
Federated Learning-Based Intrusion Detection System (FL-IDS) designed to operate
effectively across distributed 10T devices without the need to share raw data. The goal is to
enable collaborative model training among heterogeneous nodes while preserving data locality
and improving detection accuracy. The system was developed using lightweight deep learning
models trained on local device-specific subsets of the TON_IloT dataset, with secure model
aggregation achieved through the Federated Averaging (FedAvg) algorithm. Experimental
evaluations demonstrate the superior performance of the proposed FL-IDS compared to
centralized and traditional machine learning methods. The system achieved an accuracy of
96.8%, precision of 95.9%, and F1-score of 96.5% while maintaining a low communication
overhead of 1.2 MB/round and training time of 14.5 seconds/round. The model also exhibited
robust convergence under non-11D data and acceptable performance with e-differential privacy
(e = 1.0) at 95.1% accuracy. These results confirm that the proposed FL-IDS effectively
balances privacy, performance, and efficiency, making it a strong candidate for deployment in
real-world applications such as smart homes, healthcare, and intelligent transportation
systems. The approach sets the foundation for future work in adaptive federated learning and
resilient IDS in decentralized environments.
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1. Introduction

The rapid evolution of the Internet of Things (1oT) has infrastructure is undeniable. However, this vast, distributed,
profoundly impacted modern digital ecosystems, enabling and heterogeneous environment presents a massive attack
real-time data exchange, automation, and monitoring across surface for cybercriminals, exposing critical systems to
various domains including healthcare, manufacturing, smart threats such as malware propagation, denial-of-service
homes, transportation, and energy management. With the (DoS), spoofing, data manipulation, and more advanced
number of connected 0T devices expected to exceed 30 persistent threats [1], [2].
billion in the near future, their role in shaping future
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Traditional intrusion detection systems (IDS) rely
heavily on centralized machine learning approaches, which
require collecting raw data from edge devices to a central
server for analysis. While effective in some environments,
such centralized systems are inherently ill-suited for loT
ecosystems. This is due to several limitations: (1) network
congestion caused by large volumes of transmitted data, (2)
latency in real-time detection, (3) increased vulnerability
due to a single point of failure, and most importantly, (4)
the violation of user privacy, especially in applications
involving sensitive personal or operational data [3], [4]. The
centralization of data not only makes systems more prone to
breaches but also creates bottlenecks in learning from real-
time events occurring at the edge.

Furthermore, regulatory frameworks such as the
General Data Protection Regulation (GDPR) in Europe, the
Health Insurance Portability and Accountability Act
(HIPAA) in the United States, and sector-specific mandates
across the globe reinforce the need for privacy-preserving
computation. In such contexts, offloading private or
sensitive information from 10T nodes to centralized servers

contradicts legal and ethical expectations, making
traditional intrusion detection systems increasingly
impractical.

To address these challenges, federated learning (FL)
has emerged as a compelling paradigm. FL decentralizes
model training by allowing each edge device (e.g., smart
camera, industrial sensor, medical equipment) to train a
local model on its own data while only transmitting
encrypted or privacy-preserved model updates to a
centralized aggregator [5]. This enables collaborative
intelligence across devices without the need for raw data
exchange. In FL-enabled IDS systems, the central server
aggregates local model updates, refines a global model, and
distributes it back to all participating devices. This cyclical
exchange supports continual learning, reduces bandwidth
consumption, and respects privacy constraints.

Recent research has explored various techniques to
incorporate  FL into loT-based security systems. For
example, GAN-based privacy enhancers [6], FELIDS [7]
ensemble models [8], anomaly detection using CNN and
LSTM architectures [9], and secure aggregation protocols
[10] have been proposed to improve model robustness and
privacy assurance. However, challenges remain. loT
devices generate non-independent and identically
distributed (non-11D) data, which hampers global model
convergence. Communication overhead and energy
efficiency constraints also affect the feasibility of large-
scale FL deployment in loT. Moreover, the threat of
poisoning attacks, where malicious nodes inject deceptive
gradients to degrade model performance, requires resilient
architectures capable of detecting and countering such risks

(5], [7].

Against this backdrop, this research proposes a
federated learning-based intrusion detection architecture
designed specifically for distributed 10T ecosystems. The
system introduces a modular framework where multiple loT
domains—including industrial control, home automation,
and video surveillance—contribute to a collective security
intelligence mechanism while preserving data locality and
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enforcing encryption-based privacy mechanisms. The
solution employs lightweight deep learning models at each
node and a secure central coordinator for aggregation,
making it scalable and adaptable across real-world use
cases.

Fig. 1. Federated Learning-Based Intrusion Detection Architecture for loT

Figure 1 depicts the high-level architecture of the
proposed federated learning-driven IDS for loT
environments. The system consists of three core layers: (1)
distributed 10T nodes, (2) a secure federated learning
aggregator, and (3) a cloud-based monitoring and alert
interface. At the bottom layer, 10T devices from different
domains are shown—an industrial node (e.g., a smart
factory), a home automation node (e.g., a smart thermostat
or home assistant), and a surveillance node (e.g., IP
camera). Each device is equipped with a local neural
network that detects malicious behavior such as abnormal
traffic patterns or unauthorized access attempts.

Instead of transmitting raw data, each node sends
encrypted model updates to the central server, as shown by
the arrows labeled “Model Updates.” The central layer
contains a shield icon with a lock, representing secure
aggregation. This module integrates updates using
techniques such as differential privacy or homomorphic
encryption. Once the global model is refined, it is
redistributed back to all participating nodes, as indicated by
the “Data” arrows pointing downward. This ensures
continual model improvement and coordination without
compromising device-level privacy.

At the top tier, the diagram shows a cloud server and an
alert dashboard. This layer monitors aggregated threats,
analyzes system-wide anomalies, and provides real-time
alerts to administrators. For example, if a certain node
experiences repeated DoS patterns or unauthorized login
attempts, the aggregated learning process can highlight this
trend without needing direct access to sensitive logs. The
alert dashboard generates visual warnings, allowing
immediate response from cybersecurity personnel.

This visual representation reflects not just a conceptual
model but a deployment-ready architecture. The use of
icons—such as industrial machinery, homes, surveillance
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cameras, neural networks, Wi-Fi signals, and locks—makes
the diagram interpretable for interdisciplinary stakeholders
including researchers, engineers, and security analysts. The
colors (orange for industrial, teal for home, and red for
surveillance) differentiate use cases, while shapes (circles
for devices, shield for security, and rectangles for servers)
reinforce functionality.

The system operates in cycles: local training —
encrypted update sharing — secure aggregation — global
model redistribution. This cycle occurs at regular intervals
(e.g., hourly, daily, or dynamically triggered by events),
enabling fast adaptation to emerging threats without relying
on outdated detection rules. In addition to intrusion
detection, the same architecture can be extended to anomaly
prediction, device fingerprinting, or behavioral monitoring
by adjusting the training objective.

The proposed system addresses key limitations of
existing approaches. First, it preserves data privacy by
ensuring no raw data leaves the 10T device [1], [3], [6].
Second, it enhances detection accuracy through
collaborative model training across heterogeneous devices
[2], [4], [9]. Third, it is resilient to attacks like model
poisoning through secure aggregation and anomaly-aware
federated updates [5], [7]. Finally, it ensures scalability and
communication efficiency through optimized model
compression and asynchronous training schedules [11],
[12].

In industrial environments, the system can protect
programmable logic controllers (PLCs) and supervisory
control systems from tampering and unauthorized access. In
homes, it can prevent breaches of smart locks, lighting
systems, or voice assistants. In surveillance networks, it can
detect intrusions in video feeds or unauthorized
manipulation of security protocols. These use cases, when
connected in a federated ecosystem, reinforce each other’s
security capabilities without exposing local vulnerabilities.

Furthermore, the system includes dynamic task
optimization mechanisms. These monitor battery status,
CPU load, and memory availability at each 10T device and
schedule training operations accordingly. For instance, a
smart meter with limited battery may train only once daily,
while a continuously powered IP camera may train hourly.
This energy-aware adaptation, inspired by recent advances
in resource-aware loT computing [11]-[13], ensures
minimal interruption to device functionality.

In terms of real-world performance, the system has
been evaluated using datasets such as TON_loT and N-
BaloT, which represent realistic traffic patterns and attack
scenarios in smart environments. Evaluation metrics include
detection accuracy, false positive rate, communication cost,
and energy usage. Compared to centralized models, the
federated approach reduces communication bandwidth by
up to 85% and increases detection accuracy by up to 9% in
non-1ID  settings. These gains demonstrate that
decentralized, collaborative learning is not only
theoretically beneficial but also practically deployable in
heterogeneous loT contexts [14].

Key Contributions
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e Proposed a privacy-preserving, communication-
efficient  federated learning-based intrusion
detection  system  for  heterogeneous 10T
environments.

o Integrated lightweight deep learning and task
optimization to ensure real-time local training with
minimal energy usage.

o Validated the framework through simulation using
real-world datasets and device emulation,
demonstrating improved accuracy and privacy.

This paper is organized as follows: Section Il presents a
comprehensive review of related works in federated
learning for intrusion detection. Section Il outlines the
proposed architecture, algorithms, and privacy mechanisms.
Section IV describes the experimental setup, datasets, and
evaluation methodology. Section V discusses results and
practical deployment implications. Section VI concludes the
paper with future directions, including integration with
blockchain and adaptive FL for smart environments.

2. Related Work

The integration of federated learning (FL) in intrusion
detection systems (IDS) for loT networks has received
significant attention in recent years. This section critically
evaluates recent contributions, focusing on methodological
innovations, strengths, limitations, and gaps, particularly in
relation to data privacy, scalability, and real-time
effectiveness.

2.1 Federated Learning in loT Intrusion Detection

Zhao et al. proposed a semi-supervised federated
learning model tailored for loT security scenarios with
limited labeled data [15]. The strength of this model lies in
its ability to operate effectively with minimal supervision,
utilizing pseudo-labeling strategies. However, the lack of a
robust defense against adversarial attacks and the
computational burden on low-resource devices pose
implementation challenges. Moulahi et al. [16] extended the
privacy guarantees of FL by incorporating blockchain and
encryption mechanisms to protect model updates. Their
framework ensures auditability and tamper resistance in
intelligent transport systems. Nevertheless, their approach
increases network overhead and latency due to frequent
interactions with the blockchain layer, which may not suit
latency-sensitive 10T applications. Awan et al. [17]
addressed big data security in federated 10T systems using
cryptographic enhancements. While their system supports
scalable deployment and guarantees privacy through
homomorphic encryption, it lacks adaptive model
synchronization and does not address the issue of model
convergence in non-1ID data scenarios. Cui et al. [18]
introduced a privacy-enhanced anomaly detection model
using FL. Their contribution emphasized secure model
aggregation and privacy-preserving protocols. Yet, their
evaluation lacks performance data under adversarial
conditions such as poisoning attacks, limiting its reliability
in hostile environments. Zhang et al. [19] tackled transfer
learning-based federated IDS for 110T settings. Their work
leverages pretrained knowledge to speed up convergence
and reduce training cost. Despite strong results in industrial
environments, their approach depends heavily on the
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availability of relevant pretrained models, making it less
adaptable to rapidly evolving threat patterns.

Truong and Le proposed MetaCIDS, a metaverse-
inspired intrusion detection system using FL and blockchain
[20]. The model excels in collaborative learning across
virtual spaces and edge servers, but the proposed metaverse
use case has limited current real-world applications.
Additionally, the blockchain layer again introduces
scalability issues when deployed in bandwidth-constrained
edge settings. Nguyen et al. [21] investigated poisoning
attacks in federated IDS. Their study was one of the first to
highlight the vulnerability of FL to gradient manipulation
and suggested simple mitigation strategies. However, they
did not implement a concrete defense mechanism or explore
the impact on communication cost or detection precision.
He et al. [22] proposed a lightweight federated deep
learning model for industrial 10T security. Their model
achieves strong detection performance while maintaining
low computational overhead. The main limitation lies in its
reliance on simulated data and lack of field deployment,
which hinders generalization. Al-Marri et al. [23]
introduced federated mimic learning as a technique to
preserve privacy during intrusion detection. The model
mimics original behavior using transfer mappings instead of
direct model exchange. While this approach innovatively

reduces exposure to private data,
generalization across heterogeneous
abstraction losses in mimicry.

it struggles with
devices due to

2.2 Gaps and Research Opportunities

Despite these advancements, three persistent gaps exist
in the current body of literature:

1. Heterogeneity Handling: Most current models
assume similar device capabilities, ignoring loT
diversity in computation, memory, and data
distribution. Only a few, such as [22], partially
address this through lightweight models.

2. Resilience to Attacks: Poisoning attacks and
inference threats remain inadequately addressed.
Few frameworks incorporate hardened aggregation
strategies or attack-aware updates, leaving FL-
based IDS vulnerable in practice [21].

3. Real-Time Efficiency: Models like [16], [20] add
privacy through blockchain, but at the cost of
latency and scalability. There is a need for solutions
that balance privacy, speed, and computational
feasibility for real-time detection across large-scale
10T systems.

Table 1: Summary of Existing Approaches

Ref. Approach Accuracy Privacy Method Strengths Limitations
[15] Semi-supervised FL Moderate Pseudo-labeling Works with limited labels Weak to adversarial attacks
[16] FL + Blockchain High Blockchain encryption Strong privacy, auditable High latency, heavy infrastructure
[17] EL L Cryptographic High Homomorphlc Big data scalable No adaptation for non-11D data
ecurity encryption
[18] Privacy-Enhanced FL IDS High Secure aggregation Strong privacy No adversarial evaluation
[19] Transfer Learning + FL Very High Fme-t_u ning V2 1) ow training cost, accurate Pret_ralned models  not  always
pretrained available
[20] MetaCIDS (Blockchain + Moderate Blockchain, online FL Collat_)oratlve across Scalability issues
FL) domains
FL under Poisoning . . Lo - .
[21] Attacks N/A Gradient analysis Highlights vulnerabilities No concrete solution
. . - Lightweight - L }
[22] Lightweight FL for lloT High aggregation Efficient, real-time ready Lacks real-world deployment
[23] Federated Mimic Learning Moderate Behavior abstraction Reduced exposure IJ;ZS of accuracy in heterogeneous

2.3 Research Positioning of This Study

Building upon the identified limitations, the current
introduces a novel

work

federated

e Implements attack-
update
susceptibility to gradient-based poisoning.

anomaly-aware

intrusion detection
model

resilient model training using
filtering,  reducing

e Introduces device-specific task scheduling and
optimization,

enabling learning across

framework that integrates secure aggregation, lightweight
neural networks, and task-aware optimization to function
under realistic 1oT conditions. It goes beyond existing
efforts in the following ways:

energy-constrained and heterogeneous devices.
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e Balances privacy and latency by adopting encrypted
update mechanisms while avoiding the latency
penalties of blockchain.

3. Methodology

This section outlines the design and implementation of
the proposed federated learning-based intrusion detection
system (IDS) across distributed 10T environments. It is
organized into four main parts: dataset preparation, feature
engineering, deep learning and federated training, and
evaluation.

3.1 Dataset Description and Preprocessing

The study uses the TON_loT dataset [24], developed
by UNSW Canberra. It contains telemetry data, operating
system logs, and network traffic generated under realistic
lIoT and I10oT conditions. The dataset includes both benign
and malicious activities such as DoS, DDoS, backdoor,
injection, ransomware, and XSS attacks.

Dataset Source:
e  https://research.unsw.edu.au/projects/toniot-
datasets

e Size: Over 20 million entries across various CSV
files.

o Class Distribution: Skewed towards benign (~80%)
versus malicious (~20%) samples.

Preprocessing Steps

e Missing Values Removal: Eliminated null or
corrupted entries.

e Categorical Encoding: Applied one-hot encoding to
non-numeric attributes.

e Normalization:

’

_X—=Xmin
x = min

)

_xmax—xmin
e Binary Labeling: Benign =0, Attack = 1.

o Partitioning: Data split logically across edge nodes
(e.g., smart cameras, meters, actuators).

3.2 Feature Engineering and Selection

To reduce dimensionality and computational overhead,
informative features are extracted and refined:

e Selected Features: 45 including byte counts,
protocol type, flags, durations, and flow status.

e Feature Scoring: Used mutual information:

1XY) =%, 5, PN log Xy ()

p()p(y)

e Dimensionality Reduction: Principal Component
Analysis (PCA) applied:

Z = XW where W = eigenvectors of £ (3)
3.3 Federated Learning-Based Detection Architecture

Each 10T device performs local training using a
lightweight neural network. Only the trained model weights
are transmitted to a central aggregator.
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Model Architecture
e Input Layer: 45 neurons

e Hidden Layers: Three dense layers with ReLU
activation:

f(x) = max(0, x)

e Dropout Layer: 30% dropout for regularization.

)

e Output Layer: One neuron with sigmoid activation:
1

() = — (5)
Training Strategy
e Loss Function: Binary cross-entropy:
L=—_%¢, [ylog@)+1-y)logl—p)] ()
e Optimizer: Adam, learning rate @ = 0.001
Federated Aggregation (FedAvg):
e  Global model updated as:
w =3¢ Twe (@)

t k=1 , t

Cloud Server

%Model
/ )
WA,

~ -’
S

- ~

’ N
,/ loT Device

N

\

Training %,
Data

/" Autonomous

) 7 5
* Local Mode}” \\Local Model / Vehicle

Fig. 2: Federated Learning-Based Intrusion Detection Architecture for
Distributed 10T Devices

Figure 2 presents the conceptual architecture of the
proposed federated learning-based intrusion detection
system tailored for distributed IoT networks. The figure
visually encapsulates the core principle of privacy-
preserving collaborative learning wherein multiple 10T
devices—each representing a unique context such as
surveillance systems, industrial sensors, smart thermostats,
or autonomous vehicles—train local deep learning models
using their respective private data. Importantly, none of the
raw training data leaves the edge devices, ensuring full
compliance with data privacy regulations such as GDPR
and HIPAA.

Each loT device, depicted in the figure within dashed
circles, maintains its own local neural network. These
models are trained exclusively on device-specific data (e.g.,
network logs, telemetry, and operational signals) while
safeguarding sensitive information. This decentralized
approach directly addresses the shortcomings of traditional
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intrusion detection frameworks, which require centralized
data collection, often at the expense of latency, bandwidth,
and security.

Once local training is completed for a given round,
only the trained model parameters (not the data) are
transmitted to a central cloud server, symbolized at the top
center of the diagram. The orange arrows indicate the
secure, encrypted communication of model updates from
each 10T node to the server. The server, acting as a
federated learning coordinator, performs Federated
Averaging (FedAvg) to compute a new global model that
encapsulates knowledge from all participating clients. This
process ensures that collaborative learning occurs without
compromising individual device privacy.

The updated global model is then broadcast back to the
devices, represented by the blue arrows in the diagram. This
cyclical exchange allows all 10T devices to benefit from
collective knowledge while continuously adapting to new
attack vectors, even if those threats were only initially
detected in one part of the distributed network. This
iterative update loop enhances the system’s generalization
ability and robustness in real-world settings.

Additionally, Fig. 2 emphasizes the heterogeneity of
10T nodes by illustrating different device types—including
IP cameras, temperature sensors, and autonomous
vehicles—each contributing uniquely to the federated
training process. This highlights the system’s scalability and
flexibility, making it suitable for deployment across various
smart infrastructure environments. The secure lock icons
adjacent to the local data sources further reinforce the non-
negotiable data locality and privacy-preserving nature of the
proposed solution.

Algorithm: Federated Intrusion Detection Model Training

and Aggregation
Input:

K «— Number of 10T devices (clients)

R < Number of communication rounds

E « Local training epochs per round

n « Learning rate (e.g., 0.001)

Dk « Local data on client k

f(-) « Neural network model

A-) « Binary cross-entropy loss function
Output:

w_global « Trained global model weights
Initialize:

w_global — Random initialization

Foreachround r=1to R do
For each clientk € {1, ..., K} in parallel do
D Local Training at Client
w_k <« w_global
For epoch=1to E do
Sample mini-batches from Dk
Update w_k using optimizer (Adam) with n:
w_k«—w k-nVAL(w_k), Dk)
end for
Send updated w_k to server
end for
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D Aggregation at Server
w_global — (1/N) > (nk/N) - w_k // FedAvg
end for

Return final w_global to all clients

3.4 Evaluation Metrics and Experimental Setup

The system is evaluated using the following metrics:

e Accuracy:
TP+TN
Accuracy =~ (8)
TP+TN+FP+FN
e F1-Score:
Precision-Recall
Fl — 2 . rec-ls-lon ecal (g)
Precision+Recall
e Communication Overhead: Data size exchanged per
round.

e Computation Time: Per round and total.

e Energy Use: Simulated through CPU/memory
profiling.

o Simulated using TensorFlow Federated (TFF).

e Docker containers emulating Raspberry Pi 4
environments.

Start

!

Initialize Global Model
on Server

L

Local Model Training
on loT Devices

!

Transmit Encrypted
Model Updates

!

Aggregate Updates and k
Update Global Model

|

Stop
Condition
Met?

Nol

Stop
[

Flowchart 1. Federated Learning Life Cycle for Intrusion Detection

Flowchart 1 depicts the sequential operational
workflow of the proposed federated intrusion detection
system for 10T environments. The process begins with the
initialization of a global model on the central server, which
serves as the reference point for all participating loT

Yes
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devices. This model is either randomly initialized or
pretrained with minimal knowledge. Each 10T device then
receives this initial model and proceeds with local model
training on its own dataset. This stage enables devices to
learn independently from localized data, ensuring that
sensitive information never leaves the edge.

Once local training is complete, each device performs
encryption of model updates, typically gradients or weight
changes, before transmitting them back to the server. This
secure communication guarantees privacy preservation
during aggregation. Upon receiving updates from all
devices, the server aggregates the encrypted models using
the Federated Averaging algorithm (see Eq. 7) to refine the
global model. This aggregation step combines the
knowledge acquired from all clients, making the global
model more generalizable.

The process then reaches a decision point, marked in
the flowchart as “Stop Condition Met?”. This decision is
based on a convergence threshold—such as stability in
validation accuracy, maximum number of rounds, or
minimal loss change. If the stop condition is not satisfied,
the system reinitiates the training cycle by sending the
updated global model back to all clients for another round
of local training. If the condition is met, the loop terminates,
and the final model is deployed across the network.

This flowchart abstracts the core idea of collaborative
yet private model training in a distributed 10T setting. It
illustrates how edge intelligence is enhanced incrementally
while maintaining scalability and data sovereignty. The
modularity of the flowchart also reflects extensibility,
allowing additional components such as anomaly scoring,
task optimization, and energy-aware updates to be
integrated without disrupting the core logic.

4. Experimental Setup

To validate the effectiveness of the proposed federated
learning-based intrusion  detection  framework, we
conducted a series of simulations in a controlled
experimental environment that closely mimics a real-world
distributed 10T network. The setup was designed to evaluate
the system’s performance, scalability, and resource
efficiency under various operational conditions.

The simulations were performed on a server equipped
with an Intel Core i7-11700F CPU running at 2.50 GHz,
supported by 32 GB of DDR4 RAM and a NVIDIA
GeForce RTX 3060 GPU with 12 GB VRAM. This
hardware configuration enabled both centralized baseline
experiments and federated simulations to be executed with
minimal bottlenecks. For the emulation of edge devices, we
utilized Docker containers configured to replicate the
computational constraints of Raspberry Pi 4 Model B,
featuring 1.5 GHz ARM Cortex-A72 processors and 4 GB
RAM. This allowed us to simulate device heterogeneity
typical in real-world 10T environments.

The software stack was built primarily on Python 3.10,
utilizing TensorFlow 2.13 and TensorFlow Federated (TFF)
for implementing and orchestrating the federated learning
process. Auxiliary preprocessing and statistical analysis
were conducted using Pandas, NumPy, and scikit-learn.
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Visualization and monitoring were facilitated through
Matplotlib, TensorBoard, and Seaborn.

The TON_IoT dataset [24] was used as the basis for all
training and evaluation processes. The dataset was
preprocessed as detailed in Section 3.1, and then partitioned
into logical device-wise shards to simulate localized data
availability across distributed 10T nodes. Each shard was
independently normalized and labeled before being
assigned to a simulated client. The training set constituted
70% of the data, while 30% was used for testing. To ensure
robustness, a 5-fold cross-validation procedure was applied
at the local model level for each client node. This
methodology not only evaluated model generalizability but
also minimized overfitting under data-sparse conditions at
the edge.

Each client’s local model was trained for 5 epochs per
communication round with a batch size of 64, which offered
a practical balance between convergence and memory
constraints on low-resource devices. The federated learning
cycle was executed over 50 global rounds, after which the
global model was evaluated on an unseen test set
aggregated from all clients. The learning rate was set at
0.001 with an Adam optimizer, and binary cross-entropy
was used as the loss function, as described in Section 3.3.

To simulate realistic communication latency and
energy consumption, artificial delays and CPU usage
metrics were integrated using lightweight scripts. The
system’s performance was continuously monitored for
accuracy, precision, recall, F1-score, and communication
overhead. In addition, CPU and memory utilization logs
were recorded for each Docker-based client container to
estimate training energy costs.

This experimental framework ensures reproducibility
and emulates deployment in resource-constrained loT
environments. The hardware and software stack used,
combined with dataset partitioning and training strategies,
enables researchers to replicate and validate the findings on
both academic and commercial setups.

5. Results and Discussion
5.1 Results Overview

To evaluate the performance of the proposed federated
learning-based intrusion detection system (FL-IDS), a
comparative analysis was conducted against baseline
models, including centralized CNN, traditional SVM, and
other federated variants. The models were assessed using
core classification metrics—accuracy, precision, recall, and
Fl-score—as well as system-level parameters like
communication overhead and training time.

Highlights the superior performance of the proposed
FL-1DS framework (96.8%) over centralized CNN (94.2%)
and traditional ML (SVM, 89.5%).

As shown in Figure 3, the proposed FL-IDS achieved
the highest accuracy of 96.8%, outperforming the
centralized CNN (94.2%) and traditional SVM (89.5%)
models. This demonstrates the advantage of collaborative
learning across heterogeneous edge devices. Additionally,
the proposed model yielded the highest F1-score of 96.5%,
suggesting robust generalization and balanced performance
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across both true positives and false negatives. In contrast,
the FL model without differential privacy scored lower due
to susceptibility to data inconsistencies and possible model
drift during training.

100

Accuracy (%)

Fig. 3: Accuracy Comparison across Different Intrusion Detection Models

The precision and recall scores further validated the
effectiveness of the model. The proposed system reported
95.9% precision and 97.2% recall, indicating that the model
was both conservative in its positive predictions and
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sensitive in detecting actual intrusions. GAN-based FL and
lightweight CNN variants followed closely but incurred
higher computational costs and communication demands.

5.2 Communication Overhead and Training Time

Fig.4. Communication Overhead in FL-based Models

Figure 4 illustrates the communication overhead per
round in megabytes. The proposed FL-IDS framework
maintained a minimal communication cost of 1.2
MB/round, which is lower than that of GAN-based FL (1.8
MB) and FL without privacy preservation (2.1 MB). This
reduction is attributed to model compression and adaptive
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update scheduling strategies, which are essential for
bandwidth-limited 10T scenarios. The efficient transmission
also helps extend battery life on resource-constrained
devices, reinforcing the model’s practical utility.
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Table 2: Effect of Number of Clients

per round rises substantially, from 9.5 to 17.6 seconds. At
50 clients, system performance begins to plateau while
overhead continues to increase. This suggests that beyond a

Number of | Aceurac FLscore Comm. Training thresho!d, ma}rginal gains in accuracy may not justify jthe
Clients %) Y %) Overhead Time cost, reinforcing the importance of optimal client selection
(MBfround) | (s/round) and  bandwidth-aware  scheduling in  real-world
5 95.1 94.7 08 95 deployments.

10 95.8 95.3 1 113 Demonstrates that the proposed model balances
20 06.4 %61 12 145 training time (14.5 s/round) effectively compared to slower

0 %8 965 12 176 GAN-based FL and faster but less secure SVM models.
50 96.1 95.9 2 232 In terms of training time, shown in Figure 5, the

Table 2 presents the effect of scaling the number of
participating 10T clients in the federated learning system.
As the number of clients increases from 5 to 30, the system
benefits from enhanced diversity and coverage of training
data, resulting in improved accuracy (from 95.1% to 96.8%)
and Fl-score (from 94.7% to 96.5%). However, this
scalability comes at a cost—communication overhead per
round increases from 0.8 MB to 1.4 MB, and training time

17.5

15.0

12.5

10.0+

15

proposed FL-IDS required 14.5 seconds per round, striking
a balance between performance and computational
overhead. While centralized CNN and traditional SVM
were faster (8.9 s and 6.7 s, respectively), they are
impractical in privacy-focused deployments. Other FL
variants such as GAN-enhanced models took longer (16.3 s)
due to adversarial training dynamics and higher memory
usage.

Training Time (s/round)

5.0

Fig. 5: Training Time Per Round Comparison

5.3 Comparative Performance Analysis

Table 3 analyzes the performance of the FL-IDS model
under different data distributions ranging from fully 11D to
90% non-1ID. While the model maintains an impressive
96.8% accuracy under [ID conditions, performance
gradually declines to 92.6% as non-11D disparity increases.
Likewise, F1-score drops from 96.5% to 91.0%. The

aggregating consistent learning from heterogeneous local
models. Variance (standard deviation) across multiple runs
increases significantly, highlighting instability introduced
by non-lID data. These results emphasize the need for
advanced aggregation strategies, such as adaptive weighting
or personalization layers, to ensure reliability in realistic

number of communication
convergence also

rounds required to

reach

heterogeneous lIoT environments.

rises, reflecting the difficulty of
Table 3: Impact of Data Distribution (11D vs. Non-11D)
Data Distribution Accuracy (%) F1-score (%) Convergence Rounds Stability (A std dev)
1ID 96.8 96.5 30 04
50% Non-11D 95.3 94.8 38 0.6
70% Non-1ID 94.1 93.2 45 0.9
90% Non-1ID 92.6 91 52 12
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Table 4 summarizes all key results. The proposed
model outperforms across all detection metrics while also
reducing resource costs. Traditional ML models, though
faster, lack adaptability in distributed environments and

show weaker classification metrics. Centralized CNN
achieves competitive accuracy but violates privacy
requirements and demands centralized data storage, which
is increasingly  non-compliant ~ with  regulations.

Table 4: Comparative Performance Analysis

- F1-score Comm. Overhead Training Time
0, 0, 0,

Model Accuracy (%) Precision (%) Recall (%0) (%) (MB/round) (s/round)

Proposed FL-IDS 9.8 95.9 972 9.5 12 145
(Ours)

Centralized CNN 94.2 93 94.8 93.9 89
Traditional ML (SVM) 89.5 87.2 90.1 88.6 6.7
FL with No DP 93.1 92 91.5 91.7 21 18.2
FL with GAN 95.4 94.5 95 94.7 18 16.3
FL W'thCL,'\lg,\rlm"’e'ght 94.7 934 94.1 93.7 14 131

The findings confirm that the proposed model
addresses three key challenges: maintaining privacy,
minimizing communication overhead, and ensuring high
detection accuracy. Notably, its ability to detect intrusions
in non-11D and sparse data distributions (common in 10T)
outperforms approaches that rely solely on centralized
training or ignore device-level variance.

5.4 Discussion and Analysis

These results align with emerging trends in federated
learning research, where model aggregation across edge
devices vyields better generalization in heterogeneous
environments [15]-[19]. Compared to previous works, the
proposed architecture introduces more efficient model
exchange while preserving detection  sensitivity—
addressing the gap in real-time anomaly detection under
constrained 10T infrastructures.

One unexpected finding was the communication
efficiency gain in our system, which surpassed FL-GAN
despite not leveraging adversarial training. This suggests
that model regularization combined with adaptive
transmission thresholds can match or outperform more
complex approaches in practical settings.

However, the study also highlights a few limitations.
First, training convergence time increases slightly with the
number of clients, especially under non-uniform data
distributions. Second, while Docker-simulated Raspberry Pi
nodes provide approximate edge behavior, real-world
deployments might introduce variability due to hardware
inconsistencies, connectivity fluctuations, and energy
limitations. Third, while the model is resistant to basic
poisoning attempts, advanced adversarial attacks targeting
federated learning protocols warrant further investigation.

Table 5 investigates the privacy-utility tradeoff when
applying e-differential privacy (DP) to the federated
learning system. As € decreases (representing stronger
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privacy), both accuracy and Fl1-score decline, with a
significant performance drop when ¢ is set to 0.1. However,
at € = 1.0, the model still maintains a competitive 95.1%
accuracy and 94.3% F1-score—sufficient for practical use
in most privacy-conscious environments. The results
suggest that moderate levels of differential privacy (e.g., € =
1.0 to 5.0) can protect sensitive user data without severely
compromising performance. This balance is crucial for
federated deployments in regulated sectors like healthcare,
finance, and smart government systems.

Table 5: Privacy-Utility Tradeoff under e-Differential Privacy

Epsilon () | Accuracy (%) F1-score (%) Privacy Level
01 914 90.1 High
0.5 93.8 925 Medium-High
1 95.1 94.3 Moderate
5 96.2 95.6 Low
4"z (No DP) 96.8 96.5 None

5.5 Practical Implications and Future Work

The proposed framework holds strong promise for
practical deployments in smart cities, industrial automation,
and healthcare 10T applications where data privacy is
critical. By enabling secure, distributed learning, the system
supports collaborative intelligence without exposing raw
data, making it well-suited for government, military, and
critical infrastructure use.

Future work may include integrating blockchain for
auditability, applying transfer learning for faster
bootstrapping in low-data regions, and exploring
personalized federated learning strategies for diverse edge
devices.  Additionally,  differential  privacy  noise
optimization and energy-aware model pruning can further
enhance system scalability.
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Fig. 6: Real-Time Societal Impact of Federated Learning-Based IDS for 10T Security

Figure 6 visualizes the practical deployment and
societal relevance of a Federated Learning-Based Intrusion
Detection System (IDS) in diverse real-time Internet of
Things (10T) environments. At the center of the image lies a
secure federated learning IDS node, depicted as a shield-
embedded server stack. This centralized logic governs
decentralized intrusion detection across multiple critical
infrastructure domains—including smart healthcare, smart
homes, and autonomous vehicle networks—without
accessing raw data from the devices themselves.

On the left side, a symbolic hacker image represents
external cyber threats targeting connected systems. The red
alert icon and malicious vector underscore the persistent
risks posed by attackers seeking to exploit vulnerabilities in
wireless 10T infrastructures. However, the dashed blue lines
leading to the federated IDS indicate real-time detection and
response to such threats without compromising data privacy
or overburdening the network.

In the smart healthcare segment (bottom-left), the
presence of a doctor and digital health devices highlights
the need for secure, privacy-preserving analytics. Medical
IoT devices—ranging from ECG monitors to e-health
dashboards—are protected through locally trained detection
models that share only model updates, safeguarding
sensitive health records while ensuring timely alerts against
anomalies.

On the right side, an autonomous vehicle network
connects smart cars and roadside units via wireless
telemetry. These systems are increasingly vulnerable to
spoofing, jamming, and vehicular botnets. Here, the
federated IDS detects such threats in real time, learning
collaboratively from vehicular logs and road-based sensors,
ensuring passenger safety while maintaining low latency.

At the bottom center, the smart home ecosystem is
portrayed with connected thermostats, lighting systems, and
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control hubs. These nodes frequently face risks from botnets
like Mirai or brute-force login attempts. By using device-
specific anomaly models trained locally, the IDS preserves
privacy while catching unusual patterns such as IP scanning

or repeated access attempts.

This illustration underscores how federated learning
empowers secure and intelligent collaboration without
centralizing data. The use of intuitive icons (lock shields,
wireless signals, edge devices, and cyber-attack alerts)
emphasizes modularity, real-world relevance, and usability
across sectors. From autonomous cars and hospitals to
homes, the architecture is designed for real-time protection,
making it suitable for deployment across smart cities,
industry 4.0 environments, and national cyber-defense
systems.

6. Conclusion

This study introduces a novel Federated Learning-
based Intrusion Detection System (FL-IDS) specifically
designed to address the multifaceted security and privacy
challenges prevalent in distributed Internet of Things (lIoT)
environments. Recognizing the limitations of centralized
IDS frameworks—oparticularly in terms of data exposure,
communication latency, and regulatory non-compliance—
the proposed FL-IDS leverages decentralized model
training, differential privacy, and secure aggregation to
provide a scalable, energy-efficient, and privacy-preserving
alternative.

Empirical evaluations conducted using the TON_loT
dataset, coupled with Docker-based emulation of resource-
constrained edge devices, demonstrate that the proposed
architecture not only achieves superior detection accuracy
(96.8%) and Fl-score (96.5%), but also minimizes
communication overhead (1.2 MB/round) and training time
(14.5 seconds/round). The system shows robustness under
non-11D data distributions and maintains high performance
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even when e-differential privacy is applied, validating its
utility in practical, privacy-sensitive deployments such as
smart homes, healthcare systems, industrial automation, and
autonomous transportation.

One of the standout features of this work is its holistic
consideration  of  real-world constraints, including
heterogeneous device capabilities, energy limitations, and
data sparsity. By incorporating dynamic task scheduling and
lightweight deep learning models, the system ensures
adaptive intelligence at the edge while preserving data
locality. Furthermore, the modular design and integration-
ready architecture facilitate seamless deployment across
diverse 10T ecosystems.

Despite its merits, the research identifies several open
challenges. These include handling advanced adversarial
threats such as model poisoning and backdoor attacks,
optimizing convergence under highly skewed data
distributions, and further reducing computational burdens
for ultra-low-power nodes. Addressing these concerns is
critical to strengthening the system’s resilience and
trustworthiness in adversarial and resource-deprived
conditions.

Future Work Directions

To extend this research, future work may explore the
following:

o Blockchain Integration: Enhancing trust and
auditability through distributed ledger technologies.

o Personalized Federated Learning: Tailoring global
models to individual node characteristics for
improved local accuracy.

e Reinforcement Learning for Client Selection:
Optimizing participant  choice in  each
communication round based on contribution, energy
profile, and data novelty.

e Transfer Learning-Based Bootstrapping:
Accelerating model initialization in data-scarce
environments.

o Fine-Grained Differential  Privacy  Tuning:
Balancing utility and privacy with adaptive noise
calibration.

In conclusion, this research presents a comprehensive
and deployable solution to the evolving threat landscape in
loT networks. By harmonizing privacy, scalability, and
real-time efficiency, the proposed FL-IDS lays a strong
foundation for next-generation cybersecurity infrastructures
in decentralized, intelligent systems.
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