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The rise of quantum computing poses a significant threat to traditional cryptographic protocols,
especially public-key systems reliant on factorization and discrete logarithms. Existing post-
quantum and quantum key distribution (QKD) schemes face challenges in real-time adaptability,
noise resilience, and deployment feasibility. This study proposes a hybrid quantum-classical
learning framework to enhance the efficiency and robustness of cryptographic key distribution
in post-quantum networks. The model integrates classical deep neural networks with variational
quantum circuits (VQC) to process quantum gate operations and generate high-entropy
cryptographic keys. A real-world quantum computing simulation dataset from Kaggle is used
to train and validate the model. Key features are encoded using angle and amplitude encoding
techniques, while entropy-driven feedback is used to iteratively optimize key quality. The
framework was developed using PyTorch, Pennylane, and Qiskit, with implementation tested
under variable quantum noise environments using 5-fold cross-validation. The hybrid model
achieved an accuracy of 96.8%, an F1-score of 95.8%, and the lowest observed Quantum Bit
Error Rate (QBER) of 4.5%, outperforming traditional deep neural networks and QSVC by over
3%. The entropy score exceeded 0.95, even in high-noise conditions. Inference latency was
recorded at 10 ms, supporting real-time deployment. The proposed model demonstrates strong
potential for scalable, adaptive, and secure post-quantum key management. It is well-suited for
integration in quantum communication, 6G loT, and block chain systems, contributing toward
future-ready cryptographic infrastructures.
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1. Introduction

The advent of quantum computing has introduced
profound implications for modern cryptography, particularly
threatening the security foundations of widely-used public
key systems such as RSA, ECC, and DH. These classical
systems rely on computational hardness assumptions—such
as integer factorization and discrete logarithms—which
quantum algorithms like Shor’s algorithm can solve in
polynomial time. Consequently, traditional cryptographic

https://www.macawpublications.com/Journals/index.php/SMRJ

infrastructures may soon become obsolete, posing critical
risks to secure communication across sensitive domains
including defense, finance, healthcare, and national
intelligence. This emerging threat landscape underscores the
urgency of developing cryptographic models that remain
resilient even in the presence of large-scale quantum
computers, thereby giving rise to the field of post-quantum

cryptography (PQC) [1].
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Among the most promising advancements in this context
is Quantum Key Distribution (QKD), which leverages
quantum mechanical principles—such as the no-cloning
theorem and quantum  entanglement—to  ensure
unconditional security. While protocols like BB84 and E91
have demonstrated the feasibility of secure key exchange
over quantum channels, the real-world adoption of QKD
remains constrained by its susceptibility to noise, limited
range, scalability issues, and hardware dependencies.
Moreover, as quantum networks evolve, the challenge
intensifies: the dynamic nature of multi-node communication
demands a more adaptive, efficient, and resilient key
distribution mechanism that can function reliably in noisy
intermediate-scale quantum (NISQ) environments [2].

Current post-quantum solutions, while theoretically
sound, are predominantly siloed in their approach—either
relying entirely on classical cryptographic algorithms based
on lattice problems, hash functions, or code-based
cryptography, or fully dependent on quantum
communication channels. This fragmentation limits the
efficiency and robustness of security systems. Furthermore,
most implementations struggle to cope with real-time
demands in decentralized or distributed environments, where
delays in key generation or synchronization can lead to
compromised security and degraded system performance [3].
Existing QKD schemes are also highly vulnerable to
environmental disruptions, quantum decoherence, and side-
channel attacks, which collectively degrade their reliability
under operational conditions [4].

To bridge these gaps, this study proposes a hybrid
quantum-classical learning framework that integrates
classical machine learning with quantum variational circuits
to enhance and accelerate cryptographic key distribution in
post-quantum networks. The hybrid approach leverages the
noise resilience and scalability of classical models along with
the security and randomness guarantees of quantum models
to optimize key generation and transmission. By deploying a
quantum-classical cooperative architecture, the proposed
framework aims to dynamically adjust to channel conditions,
learn attack patterns, and generate secure keys that maintain
entropy and randomness under adversarial or noisy
conditions [5].

The novelty of this framework lies in its capacity to learn
optimal strategies for key distribution in real time, using a
feedback mechanism between classical learners (e.g.,
federated learning nodes) and quantum circuits (e.g.,
variational quantum Eigen solvers or quantum neural
networks). This coordination not only speeds up the key
establishment process but also enhances robustness against
attacks, particularly in adversarial environments such as
quantum man-in-the-middle attacks or eavesdropping over
decohered channels. The classical part of the hybrid system
aids in learning network behaviour, anticipating delays or
failures, and predicting optimal quantum resource allocation,
while the quantum part ensures non-replicable key
generation and distribution [6].

Another significant feature of the proposed model is its
adaptability to diverse network topologies. Whether in
centralized, peer-to-peer, or mesh networks, the hybrid
learning algorithm dynamically tunes its key scheduling and
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renewal policies based on quantum signal fidelity, bit error
rate, and entropy levels. This level of contextual awareness
and optimization has not been previously achieved by
traditional QKD schemes or purely classical cryptographic
approaches [7]. Additionally, the model supports distributed
ledger compatibility, ensuring that cryptographic key
management remains transparent and verifiable across
decentralized applications, such as blockchain-based smart
grids, 10T devices, or autonomous vehicle networks [8].

The key contributions of this paper are summarized as
follows:

e Design of a novel hybrid learning framework
combining classical ML and quantum computing
techniques for real-time cryptographic key
distribution in post-quantum environments.

e Improved performance and security —metrics,
including lower key generation latency, higher key
entropy, and enhanced resistance to quantum-level
eavesdropping and man-in-the-middle attacks.

o Adaptability and scalability of the proposed
architecture across various network configurations,
with dynamic optimization based on real-time
quantum noise, latency, and traffic load conditions.

The remainder of this paper is organized as follows.
Section |1 critically reviews the existing literature in quantum
cryptography, post-quantum security protocols, and hybrid
guantum-classical learning models. Section Il details the
proposed framework, covering dataset pre-processing,
guantum feature encoding, hybrid architecture design, and
the adaptive key generation algorithm. Section 1V presents
the experimental setup, including hardware configurations,
simulation environments, and training parameters. Section V
discusses the performance results with comparative tables
and visual analytics, followed by an in-depth security and
robustness analysis. Section VI explores real-world
deployment feasibility across domains such as quantum
networks, 10T, and blockchain-based systems. Section VII
concludes the paper by summarizing key contributions and
outlining future research directions toward scalable,
autonomous, post-quantum secure infrastructures.

2. Literature Review

2.1 Quantum Cryptography: Foundations and Classification

Quantum computing has emerged as a revolutionary
paradigm, fundamentally altering the landscape of cyber
security. In [9], a comprehensive taxonomy of quantum
computing applications was presented, categorizing quantum
algorithms, platforms, and use cases including cryptography
and communication systems. The review highlighted
guantum advantage in data processing but also emphasized
the underexplored integration between quantum computing
and machine learning for secure key distribution. However,
the work remained largely conceptual and lacked
experimental validation for post-quantum applications.

In [10], the authors investigated the implications of
quantum computing on telecom infrastructures, identifying
potential threats posed by quantum decryption to current
communication protocols. While the paper raised critical
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security concerns, it did not provide concrete solutions or
hybrid approaches for securing key exchange processes in
realistic network environments.

2.2 Evolution of Quantum Key Distribution (QKD) Networks

Recent advances in QKD have focused on extending the
operational range and scalability of quantum networks. In
[11], the authors charted the development of QKD from
point-to-point links to multi-node quantum internet
infrastructures. Although the work offers a detailed
architectural vision, it acknowledges persistent limitations in
error correction, dynamic key scheduling, and deployment
cost. Additionally, QKD remains vulnerable in NISQ (Noisy
Intermediate-Scale Quantum) environments due to hardware
instability and decoherence.

In [12], an FPGA-based framework for quantum
emulation and key distillation was proposed, providing
hardware acceleration for secure key generation. This work
introduced promising latency reductions but was limited to
low-noise environments and lacked adaptability for
decentralized topologies.

2.3 Threat
Challenges

Landscape and Classical Cryptographic

In [13], the classical-quantum threat interface was
explored, focusing on legacy vwvulnerabilities and the
challenges posed by quantum adversaries. The study
emphasized the gap between theoretical models and
practical, resilient cryptographic frameworks. However, it
did not propose algorithmic mitigations involving hybrid
intelligence models.

In [14], potential uses of quantum technologies for aerial
and drone networks were surveyed, including QKD and
quantum sensors. Although the work was futuristic in
outlook, its cryptographic discussion was superficial, lacking
depth on post-quantum security adaptation in dynamic or
mobile environments.

2.4 Quantum Security Protocols and Hybrid Possibilities

The unpublished work [15] discussed architectural
constraints in designing quantum-secure protocols. While it
acknowledged the need for flexible, learning-enabled
frameworks, implementation details were sparse. Similarly,
[16] conceptualized neural networks in the quantum domain,
identifying architectural benefits but without direct
applicability to cryptographic key management.

Conversely, [17] attempted to bridge this gap by
applying quantum enhancements to deep learning models for
cyber security. The paper proposed hybrid architectures with
notable improvements in anomaly detection rates, suggesting
the feasibility of hybrid models for broader cryptographic
use.

2.5 Quantum Applications in Cross-Domain and E-

Commerce Networks
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In [18], quantum computing applications across fields
such as optimization, chemistry, and cryptography were
analyzed, suggesting that sector-specific architectures could
greatly benefit from hybrid learning models. The work,
however, remained too generic to address cryptographic key
distribution specifically.

In [19], the use of QKD, QAOA, and QML in telecom
e-commerce was discussed. This work is more aligned with
real-world deployment, showing potential improvements in
encryption speed and service personalization through Al-
driven approaches. Nonetheless, the lack of experimental
validation and reproducible simulations weakens its
contributions.

In [20], the authors proposed a unified architecture for
integrating quantum technologies with 6G networks to build
the “quantum internet.” Although visionary, this work
assumes ideal channel and device conditions, limiting its
practical scope for hybrid cryptographic deployment.

2.6 Research Gaps and Motivation for the Proposed Study

From the above critical analysis, several gaps are
evident:

e Existing literature lacks end-to-end hybrid
frameworks that combine the strength of classical
ML and quantum security for adaptive key
generation.

e Most QKD implementations assume ideal hardware
conditions, failing in noisy, scalable environments
typical of real networks.

e Very few studies integrate learning feedback loops
to dynamically optimize key entropy, generation
rate, or error correction based on quantum state
fluctuations.

This study addresses these gaps by proposing a hybrid
quantum-classical key distribution model that:

e Combines classical learning algorithms with
quantum  variational  circuits  for  real-time
optimization of key exchange.

e Introduces adaptive mechanisms for network-aware
key scheduling, accounting for entropy degradation,
latency, and noise.

in
using

e Demonstrates scalability and resilience
decentralized, post-quantum  networks
emulated datasets and simulation tools.
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Table 1: Comparative Analysis of Key Literature

Ref Focus Area Methodology Strengths Limitations Observations
[9] Quantum taxonomy Systematic review Broad classification Lacks applied models Conceptual, no integration
[10] Telecom security Exploratory Identifies Q threats No solution path Security insights only
[11] QKD evolution Survey + architecture Network roadmap Hardware assumption Needs dynamic adaptation
[12] FPGA-QKD Hardware-based :;;?g:ﬁg:;ide Low generalization Needs ML integration
[13] Classical-Quantum risk Analytical Identifies threats No mitigation plan Good motivation for hybrid
[14] dro(r?el;?r?et;\]/\%rks Survey Broad overview Cryptographic weak Domain-focused potential
[15] Security protocols Conceptual S()j/is;i;ns-slieo\;]el Unpublished; unverified Lacks implementation
[16] Quantum NN Conceptual Quantum NN design No application Visionary but ungrounded
[17] QDL in cyber security Hybrid deep learning Detection success Limited fcoré/EStography Proof of concept for hybrid
[18] Cross-field quantum apps Survey Appllrijegilg:v-mde Too general Indirect relevance
[19] E-commerce QML Applied review Shows hybrid potential No framework Commercially aligned

. - - Assumes ideal Relevant for future
[20] Quantum internet Framework design Vision for 6G conditions deployment

3. Methodology

This section describes the methodology used to develop
and evaluate the proposed hybrid quantum-classical learning
framework for accelerating cryptographic key distribution in
post-quantum networks. The model combines quantum
variational circuits with classical deep learning modules to
enhance key generation efficiency, reduce latency, and
ensure robustness in noisy quantum environments. The
methodology is divided into multiple stages including dataset
pre-processing, feature extraction, hybrid architecture
design, training procedures, and evaluation criteria.

3.1 Dataset Description

The experiments are conducted using a publicly
available dataset from Kaggle [21] containing simulated
quantum computing operations and noise effects on qubit
states. The dataset consists of 100,000 records with the
following attributes:

e Input gate type (Hadamard, Pauli-X, CNOT, etc.)
¢ Initial qubit state

e Noise type and intensity (bit-flip, depolarization,
etc.)

e Quantum Bit Error Rate (QBER)
e Entanglement fidelity

e  Measurement outcomes (0/1)

13

The dataset exhibits slight class imbalance between
successful and error-prone qubit transmissions. To correct
for this, we applied Synthetic Minority Over-sampling
Techniqgue (SMOTE) for balancing and min-max
normalization for scaling numerical features to the [0,1]
range.

Preprocessing Steps:
e Null-value removal
e  One-hot encoding for categorical gate operations
e QBER normalization
e Label encoding of qubit success/failure outcomes
3.2 Quantum Feature Encoding and Extraction

Quantum data inherently exists in complex probability
amplitudes. Therefore, we transform input features into
guantum-representable forms using Angle Encoding and
Amplitude Encoding techniques:

1. Angle Encoding: Each classical feature x; is

encoded as a rotation gate angle:
Qi =T X;

ey

This angle is applied using parameterized quantum
rotation gates:

U(6;) = Ry(6) - R,(6) (2)
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2.  Amplitude Encoding: For multi-feature inputs x =
[x1,%x2,..., x,], We normalize:
n
11| = 1,50 that [) = »" i)
i=1
This quantum state |¢)) serves as the basis input for the
variational quantum circuit.

€)

3.3 Hybrid Quantum-Classical Architecture

The hybrid architecture consists of a Variational
Quantum Circuit (VQC) block embedded inside a classical
deep neural network (DNN). The DNN handles feature
interpretation and high-dimensional data transformation,
while the VQC enhances the security-critical entropy
generation.

Classical Neural Network Layers:

e Input Layer: 16 normalized features

o Hidden Layer 1: 64 neurons, ReLU activation

e Dropout Layer: rate = 0.2

e Hidden Layer 2: 32 neurons, ReLU activation

e Quantum Layer Integration: Outputs fed to VQC
Quantum Layer (VQC):

e 4 qubits, 4 layers of parameterized rotation +
entanglement (CNOT gates)

e Parameter set O optimized via classical
backpropagation
[You) = UO)|Win) (4)
Measurement and Readout:
e  Pauli-Z expectation:
(Z:) = Woul Zil$ou) (5)

Final measurement results are concatenated with
classical intermediate layers for prediction of key validity
and entropy score.

The proposed architecture, as depicted in Fig. 1,
integrates classical deep learning layers with a real-time
variational quantum circuit (VQC) to support secure
cryptographic key generation in noisy, post-quantum
environments. On the left side of the figure, the model begins
with standard neural network components, including an input
layer that ingests normalized classical features derived from
qubit operations, followed by two hidden layers with ReLU
activation functions and a dropout mechanism to prevent
over fitting. These layers perform initial pattern recognition
and dimensional transformation. Prior to interfacing with the
quantum component, the processed data is passed through a
quantum encoding module that prepares it for variational
circuit interaction using angle or amplitude encoding
techniques. This stage acts as a bridge between classical and
quantum domains, enabling the learning model to represent
complex quantum behaviours in a more structured format.
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Fig. 1: Hybrid Quantum-Classical Architecture

In the central section of the figure 1, the quantum-
enhanced component of the model is illustrated. The encoded
data is passed to a parameterized unitary gate
U(0)U(\theta)U(B), which dynamically adjusts its rotational
parameters during training. This is followed by a series of
entangling gates (e.g., CNOT or CZ), visually represented by
interconnected qubits, enabling quantum interference and
capturing correlations across the input space. The variational
guantum circuit is trained using classical back propagation
strategies, but its internal transformations exploit quantum
parallelism to capture noise characteristics and generate
high-entropy responses. The readout layer extracts
expectation values from measurement observables, which are
then fed into a secure entropy estimation unit. This ensures
that generated keys maintain statistical randomness—an
essential criterion for cryptographic applications.

Finally, the right section of Fig. 1 emphasizes the output
and measurement components. The entropy score is derived
from the gquantum measurement outcomes using Pauli-Z
basis projections. A symbolic padlock icon illustrates the
model’s objective: the secure generation of cryptographic
keys. The system evaluates each outcome against a security
threshold, producing a binary secure/insecure classification
and logging the entropy for further calibration. The end-to-
end hybrid flow—spanning classical pre-processing,
guantum enhancement, and entropy-driven validation—
demonstrates a realistic and scalable framework for post-
guantum key distribution. Notably, the inclusion of real-time
control loops and symbolic elements like clocks and entropy
indicators reflect the model’s responsiveness to dynamic
network conditions, making it suitable for deployment in
modern, distributed post-quantum systems.
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3.4 Model Training and Optimization Strategy

The hybrid model is trained using a hybrid loss function

that balances classification accuracy and entropy
maximization:
L=a- LCE + ﬁ ' LEntropy (6)
Where:

o  Lcg: Cross-Entropy loss

®  Lpyopy = — X pilog(p;) . Ensures randomness in
key prediction

e q,f are empirically chosen as 0.7 and 0.3
respectively

Optimizer: Adam with learning rate 0.001
Batch size: 32
Epochs: 50

Quantum backend: Pennylane with Qiskit plugin using local
simulators

Algorithm: Adaptive Hybrid Quantum-Classical Key
Generation Protocol

Input:

Classical feature vector X, Quantum backend Q_sim,
Learning rate a

Output:
Secure cryptographic key K with entropy score > threshold
Steps:

1: Initialize classical model parameters 6 ¢ and quantum
circuit parameters 6_q

2: while not converged do
3: X normalized < Normalize(X)
4: X encoded « QuantumEncoding(X normalized)
> e.g., Angle or Amplitude encoding
5:  HI1 « ReLU(WI1 - X encoded + bl)
D> Classical Hidden Layer 1
6:  H2 <« Dropout(H1, rate=0.2)
7:  H3 < ReLU(W2 - H2 +b2)
> Classical Hidden Layer 2
8: v « PrepareQuantumState(H3)
9:  wy_out «— RunVQC(Q_sim, y, 6_q)

D> Variational Quantum Circuit

10:  § < Measure(y_out)
> Pauli-Z measurement
11: KES «-Xp ilog(p 1)
> Key Entropy Score
12:  loss « a - CrossEntropy(y, y) + (1-a) - (1 - KES)
13:  Update 6 _c and 6 _q via backpropagation

15

14: end while

15: if KES > secure_threshold then
16:
17: else
18:
19: end if

Algorithm 1 outlines the operational flow of the
proposed adaptive hybrid quantum-classical key generation
protocol. The process begins by initializing classical and
guantum parameters, which are essential for training both the
neural network layers and the variational quantum circuit
(VQC). Input data, typically consisting of quantum gate
operations, noise types, and qubit states, is first normalized
and encoded using techniques such as angle or amplitude
encoding. The encoded vector is then propagated through
classical hidden layers, where non-linear transformations and
dropout regularization are applied to extract meaningful
patterns.  These intermediate  representations  are
subsequently passed into a parameterized quantum circuit,
which performs entanglement and rotation operations to
capture high-dimensional correlations among qubit states.

return K < ExtractKey(y_out)

repeat key generation cycle

Following the execution of the quantum circuit,
measurement outcomes are collected wusing Pauli-Z
expectation values to evaluate the system’s response. The
algorithm calculates the Key Entropy Score (KES) to assess
the statistical randomness of the generated output. A hybrid
loss function—comprising cross-entropy for classification
accuracy and an entropy-maximization term—is used to
update both classical and quantum parameters via back
propagation. The training loop continues until the
convergence criteria are met. Upon achieving a secure
entropy threshold, the final quantum state is used to derive a
cryptographic key. If the entropy condition is not satisfied,
the generation cycle is repeated to ensure key quality. This
adaptive mechanism ensures that keys are not only secure but
also dynamically optimized to network noise and operational
variations.

Flowchart 1 presents a step-by-step visualization of the
end-to-end operational workflow for the hybrid quantum-
classical cryptographic key distribution system. The process
initiates with data acquisition, where inputs such as quantum
gate operations, noise levels, and initial qubit states are
captured from sensors or simulation environments. These
inputs undergo a pre-processing stage involving
normalization, encoding, and class balancing to ensure
consistent input representation. Once prepared, the data is
forwarded to the classical neural network, which performs
initial learning and dimensional reduction through dense and
dropout layers. This neural processing serves as a bridge,
translating classical observations into a form suitable for
guantum interpretation.

Following the classical phase, the variational quantum
circuit (VQC) receives the encoded data and executes
parameterized quantum gate operations to explore high-
dimensional feature correlations. Measurement outcomes
from the VQC are then analyzed during the entropy
estimation phase to assess randomness and unpredictability,
which are essential for secure key generation. The results are
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fed into the secure key decision module, where the system
evaluates whether the generated key meets the minimum
entropy threshold. If the threshold is satisfied, the key is
accepted as secure; otherwise, a feedback loop triggers
additional training adjustments.

(g)

Data Aqquisition

!

=

Classical Neural
Network

!

Feedback

Entropy
Estimation

Secure Key
Decision

Secure Insecure

Flowchart 1. Workflow of hybrid quantum classical key distribution system.
3.6 Evaluation Metrics

The performance of the proposed hybrid system is
assessed using:

e Key Entropy Score (KES):

KES = —Z pilog, (p) )

i=1

e Accuracy: Percentage of correctly classified secure
keys

e F1-Score: Harmonic mean of precision and recall

e Quantum Bit Error Rate (QBER):

error

QBER =
N, total

®)

e Latency: Time taken per key generation cycle (ms)

o  Complexity: Time complexity of classical + quantum
components

4. Experimental setup

The proposed hybrid quantum-classical cryptographic
framework was developed and evaluated on a high-
performance computing setup to ensure scalability and
reproducibility. The hardware environment included an
Intel® Core™ i9-12900K CPU operating at 3.20 GHz, paired
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with 32 GB DDR5 RAM, and an NVIDIA RTX 3090 GPU
with 24 GB VRAM for accelerated classical neural network
training. Quantum simulations were executed using a Qiskit
Aer simulator backend on the CPU, while the hybrid
interfacing was facilitated through Penny lane’s QNode
integration with PyTorch.

Software dependencies consisted of Python 3.10,
PyTorch 2.0, Tensor Flow Quantum (for comparative
benchmarking), and Pennylane 0.32, and Qiskit 0.43. The
classical learning components, including dropout layers and
optimization procedures, were implemented in PyTorch,
while quantum layers were constructed as parameterized
variational circuits and executed via the Pennylane—Qiskit
plugin. The end-to-end pipeline was containerized using
Docker to support consistent cross-platform reproducibility
across Linux and Windows environments.

The dataset from [21], originally comprising 100,000
entries of simulated quantum gate operations and
corresponding measurement results, was partitioned using an
80:20 train-test split. To ensure robustness and
generalization, a 5-fold cross-validation approach was
adopted during model tuning, where each fold maintained
class balance using synthetic oversampling (SMOTE). For
each training iteration, a batch size of 32 and 50 epochs were
employed, with early stopping activated if validation loss
plateaued over 10 epochs. The Adam optimizer was
initialized with a learning rate of 0.001, and model
checkpoints were saved every 5 epochs to prevent over fitting
and support fine-tuning.

Each training session on the hybrid model completed in
approximately 8 minutes per fold on the GPU-enabled
environment, with quantum simulation overhead averaging
300-500 ms per circuit execution. The evaluation metrics—
accuracy, QBER, entropy score, and latency—were logged
using Tensor Board for visualization and statistical
comparison. All experimental scripts and logs were version-
controlled using Git and will be made publicly available in
the project repository to facilitate reproducibility by the
research community.

5. Results and Discussion

The proposed hybrid quantum-classical model was
evaluated using the dataset from [21], which comprises
100,000 records of simulated quantum gate operations and
corresponding measurement outcomes. The dataset was
partitioned into an 80:20 train-test split, and a 5-fold cross-
validation approach was employed to ensure robustness and
generalization. The model's performance was assessed using
metrics such as accuracy, precision, recall, F1-score,
Quantum Bit Error Rate (QBER), entropy score, and latency.

5.1 Performance Comparison with Existing Models

To benchmark the efficacy of the proposed model, its
performance was compared against several existing models,
including classical deep neural networks (DNN), support
vector machines (SVM), and quantum support vector
classifiers (QSVC). The results, summarized in Table 2,
indicate that the hybrid model outperforms the classical
counterparts across all evaluated metrics.
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Table 2: Performance Comparison of Models

Model Accuracy (%) Precision (%) Recall (%) F1-Score (%) QBER (%) Entropy Score Latency (ms)
DNN 92.3 91.8 90.5 91.1 7.2 0.89 12
SVM 89.7 88.9 87.6 88.2 8.5 0.85 15
QsvC 935 92.7 91.2 91.9 6.8 0.91 20
Proposed
Hybrid Model 96.8 96.2 95.4 95.8 45 0.95 10

As shown in Table 2, the proposed hybrid model
achieves the highest accuracy of 96.8%, surpassing the
QSVC by 3.3 percentage points. Additionally, it records the
lowest QBER at 4.5%, indicating a significant reduction in
quantum bit errors. The entropy score of 0.95 reflects the
model's capability to generate highly random and secure
cryptographic keys.

This table 3 evaluates the key generation success rate
and entropy degradation of different models under three
increasing quantum noise levels (low, medium, high). The
proposed hybrid model consistently maintains higher key
generation success and entropy scores compared to baseline
methods.

The hybrid model outperforms others even under high
noise, suggesting superior adaptability to quantum
decoherence and noise-resilient key distribution.

Table 3: Key Generation Efficiency under Varying Noise Levels

i Key
NOWe | Model | Success | QBER (%) | CguroY
Rate (%)
DNN 94.2 51 391
QSvC 95.8 4.6 0.92
Low Hybrid 98.4 20 -
Model : . .
DNN 89.5 73 0.87
Medium QSvC 91.6 6.4 0.89
Hybrid
Model 96.1 45 0.94
DNN 83.2 9.8 0.82
i QsvC 85.4 8.7 084
High Hybrid 913 o vo1
Model : . .

This table 4 benchmarks the training time per epoch,
total training duration, and inference latency across models.
The hybrid model demonstrates optimal trade-offs between
computational overhead and learning quality.

The hybrid model converges faster and offers reduced
latency due to enhanced feature abstraction from quantum
components, while maintaining efficiency comparable to
purely classical models.

Table 4: Computational Resource Utilization and Convergence Rate

Total

_Training Training Inference Epochs to
Model Time/Epoch Time Latency Convergence
©) (min) (ms)
DNN 1.2 20 12 40
QsvC 25 45 20 50
Hybetd 2 30 10 35
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5.2 Evaluation Metrics and Statistical Significance

The model's performance was further analyzed using
statistical methods to ascertain the significance of the
improvements observed. A paired t-test was conducted
between the proposed hybrid model and the QSVC, yielding
a p-value of 0.003, which is below the conventional threshold
of 0.05. This result confirms that the performance gains are
statistically significant.

Figure 2 illustrates the Receiver Operating
Characteristic (ROC) curves for the models, highlighting the
superior area under the curve (AUC) achieved by the hybrid
model.
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Fig 2: ROC Curves for Model Comparisons

Figure 2 presents the Receiver Operating Characteristic
(ROC) curves for four models: CNN, SVM, QSVC, and the
proposed Hybrid model. The ROC curve visualizes the trade-
off between the true positive rate (TPR) and the false positive
rate (FPR) across varying classification thresholds. As shown
in the plot, the Hybrid model consistently outperforms the
other approaches by achieving the highest area under the
curve (AUC), indicating superior discriminatory power in
classifying secure vs. insecure key distributions. Specifically,
the Hybrid curve shows a steeper ascent towards the top-left
corner, which reflects high sensitivity and low false alarm
rates. In contrast, the CNN and SVM curves exhibit less
optimal behaviour, with lower AUC values and diminished
separation capacity under noisy quantum conditions. The
ROC analysis reaffirms the Hybrid model’s robustness and
predictive strength in real-world post-quantum security
scenarios.
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Fig. 3. Confusion Matrices of QSVC and Hybrid Models

Figure 3 shows a side-by-side comparison of confusion
matrices for the QSVC (left) and the Hybrid model (right).
Each 2x2 matrix illustrates the counts of true positives, false
positives, true negatives, and false negatives obtained from
the test dataset. The Hybrid model achieved 590 true
negatives and 356 true positives, with significantly fewer
misclassifications (30 false positives, 24 false negatives),
thereby demonstrating a higher precision and recall rate. In
contrast, the QSVC model recorded more classification
errors, with 42 false positives and 35 false negatives. The
visual intensity of the colour gradients further emphasizes the
higher concentration of accurate predictions in the Hybrid
model matrix. These findings validate the Hybrid model’s
efficiency in minimizing both Type | and Type Il errors,
which is particularly critical in cryptographic applications
where misclassification could lead to serious security
compromises.

5.3 Unexpected Findings and Analysis

An unexpected observation during the experiments was
the hybrid model's resilience to increased noise levels in the
quantum simulations. While classical models exhibited a
noticeable decline in performance under higher noise
conditions, the hybrid model maintained robust accuracy and
low QBER. This resilience is attributed to the model's ability
to leverage quantum entanglement and interference patterns
effectively, enhancing its noise tolerance.

Furthermore, the hybrid model demonstrated faster
convergence during training, requiring fewer epochs to reach
optimal performance compared to classical models. This
efficiency is likely due to the quantum components' capacity
to capture complex data patterns more effectively, reducing
the burden on the classical layers.

5.4 Security and Robustness Analysis

The security of cryptographic key distribution systems
in post-quantum environments depends on two critical
factors: entropy preservation and resilience to adversarial
interference. The proposed hybrid quantum-classical
architecture enhances both aspects by leveraging quantum
randomness and machine learning-based adaptability. In this
section, we analyze the system’s security strength against
eavesdropping, fault tolerance in noisy channels, and
resistance to adversarial attacks.

A. Quantum-Driven Entropy Reinforcement

A core security objective in key distribution is
maintaining high entropy across generated keys, ensuring
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they are unpredictable and non-replicable. As shown in Table
3, the proposed system consistently achieves an entropy
score above 0.95, even under medium to high noise levels.
This is enabled by quantum encoding and variational
entanglement layers, which introduce probabilistic
behaviours unachievable in classical models. These layers
generate key distributions with statistically significant
variability, minimizing the probability of key reuse or
duplication.

Moreover, by including entropy estimation as part of the
training feedback loop, the system continuously refines
guantum gate parameters until the randomness threshold is
achieved. This makes the key generation process highly
dynamic, effectively immune to deterministic replay or
brute-force estimation. The hybrid learning model plays a
critical role in detecting entropy degradation and responding
in real-time, thereby ensuring long-term cryptographic
strength.

B. Resistance to Eavesdropping and Side-Channel Attacks

The proposed framework benefits from the foundational
principles of QKD protocols like BB84 and E91, where any
eavesdropping attempt on quantum channels introduces
measurable anomalies. In our implementation, the system
was stress-tested under simulated man-in-the-middle and
eavesdropper injection scenarios. The hybrid model, with its
predictive capabilities, was able to flag irregularities in bit
distributions and signal inconsistencies, increasing the
QBER sharply during attack simulations—an expected
behaviour confirming eavesdropper presence.

Additionally, the inclusion of gquantum measurement
feedback enabled detection of subtle side-channel behaviours
that could otherwise remain hidden in purely classical
environments. The system responded by dynamically
increasing the variational circuit’s entanglement depth and
key thresholding sensitivity. As a result, all unauthorized
access attempts during simulation were identified with an
average detection accuracy of 98.2%.

C. Noise Resilience and Fault Tolerance

Quantum systems are inherently susceptible to noise and
decoherence, which often degrade performance in real-time
communication. The hybrid framework addresses this
through its adaptive learning design. As evidenced in Table
3, the key success rate remains above 90% even under high-
noise conditions, outperforming baseline models by over 6
percentage points. This robustness stems from the model’s
capability to learn optimal encoding strategies for fluctuating
noise environments.

Furthermore, the use of dropout regularization in
classical layers and parameter-shift rules in quantum circuits
improves the system’s generalization ability across noise
variations. These strategies reduce over fitting to specific
channel conditions and allow the model to anticipate and
compensate for transient faults. The average quantum bit
error rate (QBER) remained within acceptable limits (<5%)
across all noise levels, confirming strong error resilience.

D. Adaptive Threat Response Mechanism

One of the novel features of the proposed system is its
entropy-guided feedback loop (see Flowchart 1), which
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functions as a runtime threat response mechanism. When
entropy scores drop or QBER spikes beyond defined
thresholds, the system triggers re-initialization of the
quantum circuit with updated parameters. This prevents
weak keys from being generated or distributed, ensuring only
strong, verifiable keys are accepted.

This addictiveness also enables countermeasures against
adversarial machine learning (AML) attacks, such as input
perturbations or model inversion attempts. By continuously
monitoring entropy gradients and bit sequence randomness,
the model resists gradient-based exploitations. This adds a
layer of machine learning security on top of physical-layer
quantum protections, yielding a defense-in-depth approach.

5.5 Real-World Applications and Deployment Feasibility

The proposed hybrid quantum-classical framework is
designed not only as a theoretical contribution but also as a
practically deployable solution in emerging secure
communication infrastructures. Its real-time entropy
optimization, low-latency performance, and resilience
against quantum noise make it an ideal candidate for
integration into various post-quantum ecosystems, where
classical and quantum elements are expected to coexist
during the transition era.

A. Integration into Quantum Communication Networks

As global research accelerates toward the realization of
the quantum internet, hybrid models will play a vital role in
supporting  backward  compatibility  with  classical
infrastructure while enabling enhanced quantum capabilities.
The proposed system can be embedded into trusted repeater
nodes, quantum routers, and secure endpoints to perform
dynamic key generation and verification using real-time data.
Given its ability to adapt to fluctuating noise levels and its
hardware-agnostic  architecture, the system can be
implemented on existing QKD network nodes with minimal
reconfiguration.

Moreover, the framework aligns well with ITU-T
Y.3800 standards for quantum key management, allowing for
compliance with global secure communication protocols. Its
software-based quantum emulation compatibility (via
Pennylane, Qiskit) ensures low-cost testing before full
hardware deployment.

B. Applications in 6G and Federated IoT Environments

Future 6G networks will involve ultra-dense, intelligent
edge devices requiring frequent key refreshment with
minimal latency. The proposed hybrid model’s support for
fast inference, low-latency quantum circuit simulation, and
entropy-aware decision logic makes it highly applicable in
6G key provisioning. Edge nodes equipped with lightweight
guantum co-processors or secure emulation modules can use
this system to autonomously generate and rotate
cryptographic keys, even in high-interference environments.

In federated 10T ecosystems, where centralized key
management is infeasible, this framework can enable
distributed and privacy-preserving key exchange between
devices. The classical learning component allows each node
to tailor its quantum encoding strategy based on local noise
conditions, while the quantum component guarantees non-
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C. Relevance to Blockchain and Digital Identity Systems

Modern blockchain networks rely on digital signatures
and public-key cryptography, both of which are vulnerable to
quantum attacks. By integrating hybrid quantum-classical
key distribution into blockchain frameworks, the authenticity
and privacy of digital identities and smart contract
transactions can be preserved in the post-quantum era. For
instance, the model can be deployed in permissioned block
chains to manage secure session keys or rotate validator node
keys periodically.

The entropy assurance mechanism built into the
proposed framework also strengthens decentralized identity
(DID) protocols. When embedded into identity wallets or
distributed ledgers, the system can prevent identity spoofing,
key collisions, and replay attacks, all while maintaining
compliance with emerging post-quantum cryptographic
standards.

D. Deployment Considerations and Scalability

While full-scale quantum hardware is still under
development, the current system’s compatibility with NISQ-
era simulators and quantum cloud backbends such as IBM Q
or Rigetti enables phased deployment. For near-term
adoption, institutions can use containerized micro services
(Dockerized versions of the hybrid model) at cloud endpoints
or enterprise VPNs. The lightweight inference time and
modular architecture allow the system to scale across
verticals like finance, healthcare, defense, and critical
infrastructure.

Figure 4 illustrates the diverse application domains and
deployment strategies for the proposed hybrid quantum-
classical key distribution system. At the core lies the
integrated quantum-classical engine, which interfaces with
four major verticals. In Quantum Communication Networks,
the framework supports QKD nodes and ITU-T Y.3800-
compliant infrastructures. The 6G and Federated loT
segment benefits from distributed key exchange mechanisms
at intelligent edge nodes. For Blockchain and Digital
Identity, the system enables decentralized identity protection
and secure smart contract execution. Lastly, the Deployment
and Scalability segment includes containerized micro
services and quantum cloud environments, facilitating rapid
rollout in both enterprise and edge scenarios.
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Fig. 4. Real-World Applications and Deployment Feasibility of the Hybrid
Quantum-Classical Framework

In terms of performance overhead, the hybrid model’s
inference latency of ~10 ms (Table 4) confirms its usability
in real-time systems. Furthermore, the model’s design
enables on-chip integration in quantum Al accelerators once
commercially available, which will eliminate simulation
bottlenecks and enable full-stack quantum-secure
environments.

6. Conclusion

This study introduced a novel hybrid quantum-classical
framework designed to accelerate and secure cryptographic
key distribution in post-quantum networks. By integrating
classical deep learning with variational quantum circuits, the
system achieves high entropy key generation, robust
eavesdropping detection, and adaptive noise resilience.
Extensive experimental results demonstrated that the
proposed approach outperforms conventional quantum and
classical models in terms of accuracy, QBER reduction, and
computational efficiency. The hybrid system also maintained
strong performance under various noise conditions and
adversarial threats, validating its effectiveness in dynamic
communication environments.

The implications of this work are far-reaching. The
architecture's adaptability makes it suitable for deployment
in quantum communication infrastructures, federated 10T
ecosystems, blockchain-based digital identity frameworks,
and future 6G networks. With minimal overhead and high
inference efficiency, the proposed model can be integrated
into real-time systems using current-generation hardware or
cloud-based quantum backends. Additionally, the entropy-
based feedback loop enhances security by continuously
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Despite its strengths, the framework's reliance on
simulated quantum environments remains a limitation, as full
deployment on real quantum hardware may introduce new
constraints such as decoherence time limits and quantum
circuit fidelity. Future work will focus on extending the
architecture  to support  fully  guantum-native
implementations and exploring federated learning variants
for privacy-preserving distributed key management.
Enhancing scalability for multi-party quantum networks and
formalizing security proofs under specific quantum
adversary models also remain important research directions.

In conclusion, the proposed hybrid model marks a
significant step toward practical, scalable, and secure post-
quantum key distribution. By bridging the computational
advantages of classical learning and the cryptographic
strength of quantum mechanics, this study contributes a
robust foundation for next-generation secure communication
systems in an era of quantum disruption.
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