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Abstract: This study aims to address the challenges associated with classifying toxic online comments using machine-
learning algorithms. The primary objective of this study was to develop a robust system capable of accurately detecting and
mitigating harmful content on social media platforms. Present systems often rely heavily on manual moderation, which is
inadequate, given the sheer volume of user-generated content. Moreover, existing models struggle to handle the complexities
of context-specific languages and the evolving nature of toxic behaviors, making them less effective in real-world
applications. To address these issues, this study proposes a comprehensive methodology that begins with the collection of a
large dataset from various online sources. The data underwent meticulous preprocessing, including text cleaning,
tokenization, normalization, and feature extraction, to ensure suitability for machine learning. Multiple algorithms, such as
logistic regression, support vector machines (SVM), and random forests, have been employed to develop predictive models.
These models were optimized via hyperparameter tuning to enhance their performance. The study's findings revealed that
Logistic Regression outperformed other models, achieving the highest accuracy of 95.2% and an F1-score of 85.6%,
indicating its strong potential for practical application in online content moderation. However, this study also identified
significant limitations, particularly regarding the scalability and adaptability of these models across different platforms and
languages. Reliance on a single dataset may introduce bias, limiting the effectiveness of the models in diverse contexts.
Therefore, future research should focus on developing more adaptive models capable of handling the dynamic and evolving
nature of toxic languages. Additionally, incorporating multilingual support is essential to improve the generalizability of
these systems and ensure their effectiveness across global platforms.
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1 Introduction mechanisms to detect and mitigate such content effectively.

] ] ] ) [3] emphasized that although several platforms have
) .The proliferation of social media platforms has implemented moderation policies to combat toxicity, the
significantly  changed  the landscape of  online sheer volume of user-generated content makes manual
communication, allowing users to interact and share their management challenging. Automated detection systems that

opinions globally. However, this increased connectivity has
also led to an increase in toxic comments, which are
detrimental to the user experience and community health.
Toxic comments, including hate speech, threats, and
abusive language, can discourage users from participating 1.2. Motivation
in discussions and contribute to hostile online
environments. [ 1] noted that the presence of toxic comments
has become a major concern for social media platforms as
it undermines the free exchange of ideas and can lead to
severe psychological impacts on individuals. [2] discussed
how toxic comments in online discussions can escalate
quickly, affecting not only the individuals targeted, but also
the overall tone and quality of the conversation. The rise of
online toxic behavior necessitates the development of robust

leverage machine learning algorithms offer a scalable
solution to this problem, ensuring timely identification and
intervention.

Given the significant adverse effects of toxic
comments, there is an urgent need for effective online tools
to identify and mitigate such harmful content. The current
manual moderation methods are insufficient because of the
sheer volume of user-generated content. Therefore,
leveraging machine-learning algorithms to automate the
detection of toxic comments is a promising solution. [4]
highlighted that implementing automated systems for
toxicity detection could enhance the efficiency and accuracy
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of content moderation, thereby fostering safer online
communities. [5] stressed the importance of developing
automated systems that can accurately identify toxic
comments in different contexts and languages. Such
systems can significantly reduce the burden on human
moderators and ensure more consistent application of
community guidelines. [7] point out that the dynamic nature
of language and the continuous evolution of slang and
context make it challenging to maintain effective detection
systems. This necessitates ongoing research and
development to keep detection algorithms updated and
relevant.

1.3. Objectives

The primary objective of this study was to develop a
system that can accurately classify toxic comments using
machine learning algorithms. This involves exploring
various machine learning models to identify the most
effective approach for toxicity detection. This study aimed
to evaluate the performance of different algorithms based on
several metrics to determine their suitability for real-world
applications. [5] emphasized the importance of employing
robust machine-learning techniques to address the
complexities of text classification in the context of online
toxicity. Kajla [6] provided a comprehensive overview of
different machine-learning algorithms that can be employed
for toxicity detection, including logistic regression, support
vector machines, and deep learning models. By evaluating
these algorithms, this study aimed to identify the most
effective methods for detecting and classifying toxic
comments. [3] suggested that future research should focus
on enhancing the scalability and accuracy of these models,
as well as exploring the potential for real-time
implementation on large-scale social media platforms.

1.4 Key Contributions
The key contributions of this study are as follows.

e Logistic regression, SVM, random forest, naive
Bayes, decision tree, and KNN were used for
toxicity detection.

e Tokenization, normalization, and TF-IDF applied
for feature extraction.

e A multilabel system was developed for detecting
toxic comments.

e Trained and  fine-tuned
hyperparameter tuning.

e Implemented an API for real-time classification.

e Suggested advanced deep learning, multilingual
support, and explainable Al intelligence

models with

This study explored the classification of toxic comments
using machine-learning algorithms. Section 2 reviews
related work and provides the context for the study. Section
3 outlines the proposed methodology, including the data
preprocessing, model selection, and evaluation. Section 4
presents the performance metrics, focusing on accuracy,
precision, recall, and Fl-scores. Section 5 discusses the

limitations of this study, such as challenges with context-
specific languages. The paper concludes in Section 6,
summarizing findings and suggesting future improvements
for more robust toxic comment classification models

2. Related work

Existing work on toxic comment classification using
machine learning. Previous studies have explored
algorithms, such as logistic regression, SVM, and deep
learning models, such as LSTM, for detecting toxicity. These
methods have shown promise but often struggle with
handling complex and dynamic languages. Limitations in the
current research include scalability issues and the need for
continuous updates to maintain accuracy. This research gap
lies in developing more adaptive and robust models that can
effectively manage the evolving nature of online toxicity.

2.1. Existing Work

[7] explored tackling hateful speech in online social
spaces by combining machine learning techniques and
crowdsourced data. [8] conducted a comprehensive study on
online harassment, providing valuable insights into the
prevalence and nature of toxic comments on social media
platforms. [9] developed a corpus for research on
deliberation and debate, highlighting the challenges of
detecting antisocial behavior in online discussions. [10]
focused on identifying antisocial behavior in online
communities using machine-learning models to classify
toxic comments. [11] proposed techniques to counter online
hate speech, demonstrating the effectiveness of machine
learning in moderating content. [12] developed models for
abusive  language  detection, showing  significant
improvements in identifying toxic content using advanced
algorithms.

2.2. Limitations of Existing Work

Despite these advancements, the current study had
several limitations. [7] and [9] noted that reliance on
crowdsourced data can introduce biases that affect the
generalizability of the models. [8] highlighted the challenge
of scalability, as manual moderation cannot keep up with the
vast amount of user-generated content. [10] and [11]
emphasized that, while machine learning models are
effective, they often struggle with context-specific nuances
and evolving language patterns. [12] pointed out that models
trained on specific datasets may not perform well across
different platforms or languages, indicating the need for
more adaptable solutions.
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TABLE 1: Comparative study Table

(2011) [14]

sification

vector machines

ity in identifying harmful
content

Study Focus Methods Used Key Findings Limitations
Ikonomakis Tgxt cla33|f!cat|on Various machine Provided a foundation for Early tgchmques lacked
et al. (2005) | using machine . - . - sophistication for com-

. learning techniques | detecting toxic comments
[13] learning plex contexts
Murty etal. | Text document clas- | Least square support Demonstrated applicabil- |- Limited to specific da-

tasets, affecting general-
izability

Tackling hateful

Highlighted machine

Reliance on

(2015) [10]

cial behavior in
online communities

models

toxic comments

Saleem et al. ; . Machine learning, LI - .
speech in online so- learning's role in moder- | crowdsourced data intro-
(2017) [7] ) crowdsourced data : X
cial spaces ating hate speech duces biases
Duggan Online harassment Survey and statisti- Provided |n3|ghts_|nto the Scalability issues with
. prevalence of toxic com- .
(2017) [8] study cal analysis ments manual moderation
Research on deliber- Highlighted challenges in | Dependency on static
Walker et al. : : S -
(2012) [9] ation and debate Corpus development deteptmg antisocial be- corpora for dynamic is-
corpus havior sues
Cheng et al. Identifying antiso- Machine learning Effective in classifying Struggles with context-

specific nuances

Mathew et al.
(2019) [11]

Countering online
hate speech

Machine learning
techniques

Demonstrated effective-
ness in content modera-
tion

Evolving language pat-
terns pose challenges

Nobata et al.

Abusive language
detection in online

Advanced machine

Significant improve-

Models may not perform
well across different

(2016) [12] learning algorithms

content

ments in identifying abu-

sive content platforms

2.3 Research Gap

The following points highlight the research gaps identified
in existing studies on toxic comment classification.

e Difficulty in handling complex language patterns
and context-specific nuances.

e Reliance on crowdsourced data introduces biases
and limits generalizability.

e  Scalability
methods.

issues with manual moderation

e Poor performance of models across different
platforms and languages.

o Need for more adaptable, robust, and scalable
solutions to maintain accuracy in dynamic online
environments.

3. Proposed Methodology

In this study, a comprehensive methodology was
proposed to classify online toxic comments using machine
learning algorithms. The process begins with data collection,

environments.

in which a large dataset of online comments is gathered from
various social media platforms. This dataset is then
meticulously pre-processed, involving text cleaning,
tokenization, normalization, and feature extraction, to ensure
that the data are suitable for machine learning [13].

Subsequently, multiple machine-learning algorithms,
including logistic regression, random forest, SVM, naive
Bayes, decision tree, and KNN, were employed to develop
predictive models. These models were trained and optimized
using hyperparameter tuning to enhance their performances.
The evaluation of the models was conducted using metrics
such as accuracy, precision, recall, and F1-score, to
determine the most effective algorithm [14].

The implementation of the models leverages powerful
tools and libraries, such as Python, Matplotlib, Plotly,
Seaborn, Scikit-Learn, Tensorflow, NLTK, Streamlit, and
Joblib, facilitating efficient data processing, visualization,
and deployment. This robust methodology aims to develop a
scalable and accurate system to detect and mitigate toxic
comments in online [15][16].
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Fig 1: Conceptual Framework for Toxic Comment Classification System

The conceptual framework illustrates the process of
classifying online toxic comments using machine-learning
algorithms [17]. The framework is organized vertically and
consists of several key stages.

1.

Data Collection: This stage involves gathering
training and testing data from various sources. The
data were merged into a comprehensive dataset.

Merge Dataset: The collected data is combined
into a labeled corpus of toxic comments, ready for
further processing.

Text Preprocessing: This stage includes cleaning
the text data, tokenization, normalization, and
feature extraction to prepare data for machine
learning.

Embedding Training: Here, the pre-processed
text data are used to train word embeddings,
converting text into numerical representations that
can be processed by machine learning models.

Processed Input Data: The word embeddings are
then fed into the neural network for further
processing.

Neural Network: The core of the system, where
the neural network processes the input data through
various layers (input, hidden, and output) to predict
the toxicity of comments.

7.

Model Prediction: The neural network generates
predictions and classifies comments as either toxic
or non-toxic.

User/Stakeholder Requirements: The framework
also incorporates the requirements of various
stakeholders, including end users who desire a safer
online environment, social media platforms that
need effective moderation tools, content
moderators who require efficient review tools, and
general platform users who seek transparency and
customizable settings.

3.1 Toxic Comment Classification Using Machine
Learning Algorithm

Input: Dataset D = {(x;,y;)}., where x; is a comment
and y; € {0,1} is the label (0: Non-Toxic, 1: Toxic)

Output: Trained model f

Data Preprocessing:

1.1.

1.2.
13.
1.4.

Text Cleaning: Remove HTML tags, URLSs, and special
characters from x;

Tokenization: Split x; into tokens ¢4, t,, ..., ti.
Normalization: Convert tokens to lowercase.
Stopword Removal: Remove common words that do
not contribute to the meaning.
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1.5. Stemming/lemmatization: Reduces tokens to their root
form.

1.6. Feature Extraction: Compute TF-IDF or use pre-trained
embeddings v;.

Data Splitting:

2.1. Split the dataset D into training set D;,.,;, and testing
set D,,; Using a ratio a.

Model Training:

3.1. Select a machine learning algorithm A (e.g., Logistic
Regression, SVM, Random Forest).
3.2. Initialize the model f with parameters 6 .
3.3. Train the model f on Dyy.gin:

* . 1
0" = arg min ——.. vy am L 0),y) (1)

0 |Dtrainl

Model Evaluation:

4.1. Predict labels y, for x; € D, using the trained model

f

4.2. Computation of the evaluation metrics

Accuracy = —— 312t 1y, = y,) )
|Deest] 't

Precision = —— , Recall = P 3)
TP+FP TP+FN

PrecisionXRecall
F1-Score = 2 X ——— 4

Precision+Recall

Model Deployment:

5.1. Deploy the trained model f for real-time classification
of new comments x

5.2. Model performance was monitored and updated as nec-
essary.

The flowchart illustrates the methodology used for
classifying toxic comments using machine learning. It
begins with data collection, in which the training and testing
datasets are gathered. These datasets were then merged into
a single-label dataset. Subsequently, the text preprocessing
stage involved cleaning the text, tokenization, normalization,
stop word removal, stemming or lemmatization, and feature
extraction [16][17]. The pre-processed data were then split
into training and testing sets. Next, a machine learning
algorithm was selected and trained on the training data. The
performance of the model was evaluated by predicting the
labels on the testing set [18]. If the evaluation metrics were
satisfactory, the model was deployed [19][20][21].
Otherwise, the parameters are adjusted, and the model is
retrained and re-evaluated. The final stage involved
monitoring and updating the model to ensure its
effectiveness in classifying toxic comments. This iterative
process ensured the development of a robust and accurate
toxicity detection system.
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Fig 2: Flowchart of the Toxic Comment Classification
Process

4. Performance Metrics

Accuracy measures the overall effectiveness of a model
by calculating the ratio of correctly predicted instances (both
true positives and true negatives) to the total instances,
providing a general sense of how well the model performs
across all categories. Precision focuses on the accuracy of
the positive predictions made by the model and evaluates the
ratio of correctly predicted positive instances to all predicted
positive instances, which is important when the cost of false
positives is high [22]. Recall, also known as the sensitivity
or true positive rate, measures the model's ability to identify
all actual positive instances, highlighting the ratio of
correctly predicted positive instances to all actual positive
instances, and is crucial when the cost of false negatives is
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high. The F1-score is the harmonic mean of precision and
recall, providing a single metric that balances both precision
and recall and is particularly useful when there is an uneven
class distribution or when both false positives and false
negatives need to be minimized. These metrics collectively
offer a comprehensive evaluation of the performance of the
model, emphasizing its strengths and areas for improvement
in classifying toxic comments [23][24].

Table 2: Performance Metrics

Metric Mathematical Notation
Accuracy TP+TN
TP+TN+ FP +FN
Precision TP
TP + FP
Recall TP
TP+ FN
F1-Score Precision x Recall
Precision + Recall

Where:
e TP =True Positives
e TN =True Negatives
e FP = False Positives
e FN = False Negatives

Table 3: Hardware and Software Specifications

Category Specification
Hardware
Processor Intel Core i7 or AMD Ryzen 7 (8 cores)
RAM 16 GB DDR4
Storage 512 GB SSD
GPU NVIDIA GeForce GTX 1060 or equivalent with 6
GB VRAM
Display Full HD (1920x1080) resolution
Software
Operz;ltgrr:? Sys- Windows 10 or Ubuntu 20.04 LTS
Programming Python 3.8 or higher
Language
Libraries NumPy, Pandas, Scikit-Learn, TensorFlow, NLTK,
Matplotlib, Seaborn, Plotly, Joblib, Streamlit
IDE Jupyter Notebook or PyCharm
Version Con- Git
trol
Visualization Graphviz, Matplotlib, Seaborn, Plotl
Tools pnviz, p , ) y
Web Frame- Streamlit
work

Database SQL.ite or PostgreSQL (for storing datasets and
model results)
Browser Google Chrome or Firefox

The Jigsaw Toxic Comment Classification Challenge
dataset on Kaggle includes approximately 160,000 online
comments labeled for various types of toxicity such as
toxicity, severe toxicity, obscene, threat, insult, and identity
hate. This dataset was designed to support the training and
evaluation of machine learning models for identifying toxic
comments, offering a versatile tool for both binary and
multilabel classification tasks. Extensive labeling allows for
detailed analysis and robust model performance across
different types of harmful content [26].

Table 4: Performance Metrics of Machine Learning

Models
Model Accuracy|Precision| Recall [F1-Score
Logistic Regres-
sion[29] 0.952 0.881 0.832 0.856
Random Forest[30] 0.943 0.872 0.81 0.84
Support Vector Ma-
chine[31] 0.95 0.878 0.828 0.852
Naive Bayes[32] 0.932 0.854 0.799 0.825
Decision Tree[33] 0.928 0.847 0.792 0.819
K-Nearest Neigh-
bors[34] 0.918 0.836 0.78 0.807

Table 4 presents the performance metrics of various
machine-learning models tested on the Jigsaw Toxic
Comment Classification dataset. The models included
Logistic Regression, Random Forest, Support Vector
Machine, Naive Bayes, Decision Tree, and K-Nearest
Neighbors. Highlighting the accuracy, precision, recall, and
Fl-score for each model, the table indicates that Logistic
Regression achieved the highest accuracy (95.2%) and F1-
score (85.6%), making it the best-performing model for
classifying toxic comments. Precision and recall values are
balanced in this model, signifying its effectiveness in
correctly identifying and predicting toxic comments without
compromising either false positives or false negatives.

Fig 3 illustrates the performance metrics of various
machine learning models, including Logistic Regression,
Random Forest, Support Vector Machine, Naive Bayes,
Decision Tree, and K-Nearest Neighbors, using the Jigsaw
Toxic Comment Classification dataset. The bar graph
compares the accuracy, precision, recall, and F1-score of
each model. Logistic Regression was highlighted as the best
performing model, with the highest accuracy (95.2%) and
F1-score (85.6%), indicating its robustness in identifying
toxic comments.
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Fig 3: Performance Metrics of Machine Learning Models
5. Limitation study

This study reveals that while machine learning models,
such as Logistic Regression and Support Vector Machines,
exhibit high accuracy and balanced performance in
classifying toxic comments, there are significant
limitations. Although the models are effective in many
scenarios, they often face challenges in accurately capturing
the nuances of context-specific languages, which can lead
to misclassification in complex or ambiguous cases.
Moreover, dependence on the Jigsaw Toxic Comment
Classification dataset introduces potential biases, limiting
the generalizability of the models to other platforms or
linguistic contexts. Despite the high Fl-scores achieved,
these models may struggle in real-time applications, where
the dynamic and evolving nature of online content demands
continuous adaptation and retraining. These findings
underscore the need for more sophisticated and adaptive
models that can address the inherent complexities of toxic
languages across diverse and fluid online environments.

6. Conclusion

In conclusion, this study demonstrates that machine
learning models, particularly Logistic Regression and
Support Vector Machines, can effectively classify toxic
comments with a high degree of accuracy, achieving up to
95.2% accuracy and an 85.6% F1-score. These models have
shown strong potential for identifying and filtering harmful
content in online environments, providing a critical tool for
enhancing user experience and maintaining community
standards. However, this study also highlights the
limitations inherent in these models, particularly in their
ability to handle context-specific languages and their
reliance on a single dataset, which may restrict their
applicability across different platforms and languages.
Despite these promising results, these models require
further refinement to address these challenges and improve
their real-world performance.

Looking forward, there is a need to develop more
adaptive and sophisticated models that can better capture

the nuances of toxic languages as they evolve over time and
across different contexts. Future work should focus on
integrating more diverse datasets to enhance model
generalizability, exploring advanced techniques such as
deep and transfer learning to improve model adaptability,
and implementing continuous learning mechanisms to
enable real-time updates as new data become available. In
addition, incorporating multilingual capabilities is essential
to ensure that these models can be effectively deployed
across global platforms, further increasing their impact and
utility in combating online toxicity.
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